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About conference

ZeroNights is an international conference dedicated to the technical side
of information security. The mission of the conference is to disseminate
information about new attack methods, threats and defense tools.
Another purpose is to create a communication venue for skilled
professionals in the field of information security.

Venue: Moscow, Russia, November 19-20, 2012.

This is the conference for technical specialists, administrators, ISOs and
CISOs, pen-testers, programmers and everyone who is interested in the
practical aspects of the field.

Our event is a unigque, unmatched happening in the world of security in
Russia. Guests from all over the world, technical hacking papers and
workshops — no milk-and-water, no commercials, just technology,
working methods, attacks and forensics!

Best papers from the experts all over the world
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INFOSECURITY DEPT. HAS TO

 \Write corporate regulations
» Make assessments (compliance &/| pentest)
 Monitor logs!
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ATTACK STAGES

* [nformation gathering

* Passive learning

* Active learning

* Obtaining access
 Maintaining access
* Erasing evidence
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FISHING
* Firewall/lUTM!... :-)
- IDS/IPS

« Commercial

» Opensource/free
* Log analysis
« Commercial

 Opensource/free
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WHAT’S HAPPENING WHEN ONE’S BREAKING

» Use or modification of privileged accounts
* Configuration modification
 Unusual activity

* New services or applications
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TOOL DEPLOYMENT

S514/icp S14/tcp
514/udp 514/udp

Windows*
snare

windows*
snare

S514/tcp

514/udp
14 9P dumb devices
. NiX . *niX
syslog N X
syslog
sec =
Network
Security devices
devices
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RECOMMENDED LIST OF EVENTS

Appendix A: Exclude
Unnecessary Events

The events that the following table lists are often excluded from security monitoring
queries because of their frequency and because they do not provide any useful
information.
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“IMPROVEMENTS” FOR MICROSOFT GUIDE

Admin logon from unusual place ¢ Pros:

Admin logon at unusual time * More Al
-rom one |P by different accounts « Cons:

_ock >1 accounts from one IP » Need time
Password/Hash dump

Run system commands
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UNIVERSAL METHODS

« Start a service
(windows)

e Events @most) never
seen before

* Pros:
 Much more Al
e Cons:

* 100% we've
forgotten smth.
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CONDITIONS

* OS default
configuration

» Up2date AV is up
and running

* OS (almost) up2date

* Tested tools:
* fgdump
* pwdump
* pwdumpx
* metasploit
* WCe

* mimikatz
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NEVER SEEN BEFORE EVENTS

* Approaches
« Timeout for statistic collection (up to 24 hours)
« Complex filtering (by criteria)
* Risks
« Server restart in case of intrusion
* |ntrusion during statistic gathering
« Complex configuration

« Details of event happening

ZERONIGHTS 2012 GOTS/SOLDATOV

15



NEVER SEEN BEFORE EVENTS
(RULE FOR SEC.PL)

#========================================================S====SS===SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSsSSSsssSSsssSssssssss=ss=====
7 Windows
#======================================s==ssssSsSSSSSSSsSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSsSSSSSSsSSssSsSSSssSsssssssssssssssssssssssss==s
P ——————————————

# rare event

B e e e e e o e e G e s

type=Single

ptype=RegExp

pattern=SEC_STARTUP

desc=SEC startup
context=create SEC_STARTUP_TIMOUT 26400

type=Single

ptype=RegExp

continue=takenext

pattern=\S+\s+ \S+\s+\S+\s+ S+ s+ (\d+) \s (\S+) \s+ (\S+) . *

context=1$1 $2 $3 &% |SEC_STARTUP TIMEOUT

desc=Get new event

action=create $1_82_83; shellecmd /binfecho "$0" | fusr/bin/mail -s "[security alert] New event registered" security administrator@domain. ru

type=Single

ptype=RegExp

continue=takenext
pattern=3\S+\s+\S+\s+\S+\a+ S+ s+ (\d+) A3 (\S+) \s+ (\S+) . *
context=1$1_$2 $3 & SEC_STARTUP TIMEOUT

desc=Get new event in learning period

action=create $1_8$2_83
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FGDUMP

(REMOTE)

Event Properties Event Properties

20112002 Source:  Service Control Manage EN 201120012 Source:  Service Control Manager
; 41 ' . Mone Ime: : Categon ]
ype Information 1 F035 ypE; Information  Ewent |0
User: LIMEFT " adminiztrato e ”;u

Computer: POIMT

q0-43E 5-BR48-6F1 O} e entered the

For mare information, see Help and Support Center at
C:\WINDOWSATemp\1>fgdump.exe —c
fgDump 2.1.8 - fizzgig and the mighty group at foofus.net
Written to make jOmBkun’s life just a bit easier
Copyright(C) 2008 fizzgig and foofus.net 1ate: M2 Source  Service Conbio e
fgdump comes with ABSOLUTELY NO WARRANTY! A e e
This is free software, and you are welcome to redistribute it Lok S
under certain conditions; see the COPYING and README files for
more information.

-—— Session ID: 2012-11-19-22-51-17 —-
Starting dump on 127.0.0.1

i Beglnnlng I‘Hdmlnlstrator 5@9 { NS eERsRass .._.m,_...: SRR M-‘“AI 2
0S (127.0.0.1) aSPNET :1008: FchCSBﬂA 8[%989E017A@728195F?3 F9E296a9910723F8895|3.
Passwords dumpqSPNET history 0:1008:56A664ECD54974507DD3FA3BACEE353 : 68FO6ASED:
TUSR_POINT:1015:39DBA3576FC254514D4290BDSAF3BECA : 535E4240BDE1706 |l Emmme
————— Summary-—TUSR_POINT history 0:1015:39DBA3576FC254514D4290BDSAF3BECE : 535E4: |y
TWAM_POINT:1016:C33181D83EF9C7F935CO6ASA1864BEDL : B408IDE25FOODGE
Failed serverspgrtalfAddonUser :1023 :4080ad DiMEaienaamianssng L.-":Stgerw
NONE sp_log_writer : 1022 ; S4PSE ACIDEERARRCILRRESRNSR ST NSRRI S
SQLDebugger : 1004 :NO PASSHORD e e e s 3 x3e 2623 9238956h002902
Successful serQUPPORT 388945a0: 1001 :NO PASSHORD s s s 0. 23 3 3¢ ¢ 363030 SBEBSGHAI
127.0.0.1 HasGuest: 501 :NO PRSSHORD s s e s s s 553 3¢ 3 3363 - JAGEINESART s

Total failed: O
Total successful: 1
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PW D U M P 6 Enre rperties Eve rperl:ies EH
(REMOTE)

200, 'I1 e Source: 5 & Caontrol kanager

Information  E
IIHEFT adriniztrat

C-4B364EF 7561 rvice entered the

PROGRAM. Please see the COPYING file 1nc1uded w1th thls program z
and the GNU GPL for further details. nt Properties 7]

ASPNET : 1088 : F1COCSBA4E7BEFABAEDL 740728195F 73 : FOE2A64991C723F8895E31BO3BCSARTA: - __

B%ENET_history_@::56H66&ECD5&9?&5@?DD3FH3BHCGE1353:68F@695EBS&CH?SDHE52H271617E yPe: formation B “”'“ 7036

Administrator: 500 @ EET L . RO R a T e
b ce Control Manager

£6382CIEGRI: escription:
%HFIH POINT: 1016 C33181D33EF9CTF935C06ASA18648EDA : B&0890-‘125FB@DGEF26?DHF16369D9E2 B-BEFE-4C 'C-4B 3646F 75613} service entered the
Por-talAddonUser : 1023 : SRRRLNREE AR ANNENE G R SRR

it Center at

o

S Rl etz VoK W N N RSEE RN 1] TS RS

éb'léé'ﬁéiter-lazz::f"i:ox'.-,
SOLDebugger 1004 :NO PASSHORDwssxxsssscnsnsnnssren : 12389564 0C2AD270DDOS2BACEIIFF
SUPPORT 38894500: 1001:O PASSHORD<ws s : J0EBS0A612CBI4ESBOIOEEAC!
aggggggt;5@1;no PRSSHORD =00 e e e AN ONEIMBOSSEC ISR,

tompleted.
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PW D U M PX Event Propetties P ———

Event] Event

( R E M OT E) Date: FINRRPAGPY Source:  Service Control Manage  Date: 20.11.2012 Source:  Service Control Manager
Time: 32416 Category: None Time: 3:24:16 Categony: Mone
Type: Information  Event |D: 7036 Type: Information  Event|D: 7035

User: NAA User: LUNEFT \Administrator
Computer: POINT Computer: POINT

Description: Description:
The Pi/Dump Service service entered the running state.

S AWINDOWSATemp\1>PHDumpX . exe localhost + +
unning PWDumpX vl.4 with the following arguments:

[+] Host Input: “localhost”
[+] Username: tat
[+] Password: et ate: 2011.2012 Source:  Service Control Manager
[+] # of Threads: "64" ime: 3:24.16 Category: None
L. . . Information  Ewent1D: 7036
Jaiting for PWDump¥ service to terminate on host localhost. : N/A

letrieved file localhost-PlHashes. txt

AUTHNRNWSA Toamn\ 1> Description:
Tl view localhost-PWHashes.txt - Far The Pw/DumpX Service service entered the stopped state.

&I or more information, see Help and Support Center at

]dm inistrator:500: http: //go.microsoft. comfwlink /events. asp.

ISPNET : 1008 : F1C@CSBHLE7BEF989E@17&@?28195F73 F9E2ﬂ64991C723F8895
[USR_POINT:1015:39D8A3576FC254514D4290BDSAF3BECH : 535E4240BDE1 706
[WAM_POINT:1016: C33181083EF9C7F935C.6Q59186&8ED& B&@89D£25F8@D6E
YortalAddonUser : 1023 e f”Tf : SN o
sp_log_wri ter : 1022%CE NN S e

sQLDebugger : 1004 : NO PHSSUURD********************* 9233956A@C2RD2
SUPPORT_388945a0:1001 :NO PASSHORD 2% %523 3 ¢ ¢ 3 % 23 3 2 22 % - JOEBSOA4L 1.
JasGuest : 501 :NO PASSHORD » s xxxxxxxxx: 423 7F 1FCAB7DASCOH4LF
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Event Properties Event Properties

Event |
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WCE (Locar)

v Command Prompt

Cistswce_vl_3hetadly > - : —
C:nt wce_wl_3dhetadld? m: = : a0 MiA
Ciwtwwce_vl_3betadl>> f - Administrator
Ciwtswce_vl _3hetadl>>
C=stswce_vl_3hetaddid > - : ——

Cistswce_vl_3hetadl>>uwcel _exe or ] er N Administrator

WCE vl.3beta (Windows Credentials Ed q 2
by Hernan Ochoa ChernanFampliasecur Event PrORESES RdRSJevent Properties
Usze —h for help. ]

=]
e MiA
=

Administrator W2K3 o SRR sn s rng
DAB? 1ate: e 5 Control M anage 1 2 e 5 Cortral Manager
L2K35 : DOMA TN : B0BPEREARRRRERRRRAEEROA| :

Ciwtswce_vl_3Jbetadld>uwcel .exe —wuw
WCE v1.3beta (Windows Credentials Ed
by Hernan Ochoa ChernanBampliasecur
Uze —h for help.

AdministratorsW2K3 -Gl

WZK3IS~DOMAIN:6—US memHA<R;_D? B=8A>Bk
gqalWDi: KEf =NhM{oJuy" : _KEBT yt4FA[—:Y

Ciwtwwce_vl_3hetadl>>

Control Manage Jake: g : Control Manage

1 control.
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BUT

|H Command Prompt

C:wDocuments and Settings“~Administrator> II

C:xDocuments and SettingssAdministrator>

C:wDocuments and Settings“~Adminisztrator>WMIC RDAccount where “TerminalMame='cons

ole' and AccountMame like ‘xadministratorsz’' call delete

Exeguting {;\HZHEEROGT\GIHUgiﬂiHEE_TSHccuunt.HccuuntHame="BUILTIH\\Hdministratur

" . TerminalName=""Con--

Method execution SurcxtununandPnnnpt

Out Parameters:

inztance of _ PARAMHC:“Documents and Settings“~Administrator>

£ C:xDocuments and Settings“Administrator>WHIC RDPermissions where "TerminalMame='
ReturnUalue |[console’ " call RestoreDefaults

H Executing CSSUZHKISROOTSCIMUZ :Win32_TSPermissionsSetting.TerminalName="Conzole''>—

*RestoreDefaunlts (>

Method execution successful.

Out Parameters:

instance of __PARAMETERS

<

e Command Prompk

Returnlalue = B;

Microsoft Windows [§3;
C(C» Copyright 1985-—

C:xDocuments and SefC:“Documents and Settings~Administrator’>
ole'" call delete

Executing O\SW2ZK3IWR

s" . TerminalHame="Cod____ . . ____._ ..

Method execution successful.

I
Out Parameters: 0
{instance of __ PARAMETERS CON 201 1

Returnlalue = 8;

>3 5 Marzo 2011

Executing ¢~SW2KISROOTSCIMUZ:Win32_TSAccount.fAccountMame="HT AUTHORITY--~LOCAL SE Madrld
RUICE".TerminalMame="Conzole">—>Deletel>

ERROR:

Code = Bx808048605

Description = Unspecified error
Facility = <Mullx>

C:xDocuments and SettingssAdministratop>
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MIMIKATZ (LocAL)

cv Command Prompt
mimikatz 1.8 xB&6 (RG> /% Traitement du Kiwi <Oct 13 28
s http:/shlog.gentilkivi.com/mimikatz DABY
minikatz # Demande d’ACTIVATION du privilige :senﬂwgPPH2H3$-DOHHIN-EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE-39BBE362562E37E3256BD5B3DD(
mimikatz # Cintsuwce_vl_dhetaddl»>wcel .exe —w
gutkentigicat}il.un Ig : E;??E WCE vl_3beta <Windows Credentials Editor> - (c> 2010.2011.2812 Amplia Sec
ackage d'authentification - Megotiate : : .
Utilisateur principal : NETWORK SERUICE u];-: Eﬁrggﬂ ﬁﬂ"a ChernanBanmpliasecurity.com)
Domaine d‘agtgentificatiun = NI AUTHORITY -
msvl _| H
* Utilisateur : W2K35
»* Domaine = DOMAIN L
» Hash LM : aaaaaaaaaaaaaaaaaaaaaaaaamamEﬂggﬂt iﬁe?ﬂ -:E:ﬁﬁnﬁsggﬁﬂﬂﬂgzian
»* Hash NTLM : 3a8b53c2562e37e3256hd5h3dde 485 J .
kerheros : Cannot allocate RYWX memory in remote

= Utilisateur w2k3$ Error in InjectDllAndCallFunction System SHUESSS,

* Domaine DOMAIN.RU Cannot allocate RWY memory in remote

x Mot de passe : 6 WSyCnnM' CK=_DB=XA>Bk J>oLhxp, .0 in [n 'ectDllﬂndCallgunctiun
K.2+u>c . joFe+gqaLllDi: kEf =NhM{oJuy ™ : _KEBTyt4FAL[—»x¥_M_Sn w? J .

wdigest : n.t. (LUID KO» Cannot allocate RWX memory in remote

Error in InjectDl1lAndCallFunction
%23?332ifviﬁﬁ'é}i]gﬂtligicatiun : E;Eﬁ‘l“ Cannot allocate RWY memory in remote
Utilizateur principal : Administrator Error in InJEttDllﬂndCallFuqctlnn
Domaine d’authentification : W2K3 Cannot allocate RUY memory in remote
nsvl @ : L. Error in InjectDl1lAndCallFunction o
:gtlll_.sateur : agﬂgnlstratur Cannot allocate RWH memory in remote o 0000
x Hooh 'L - T ———— s Error in InjectDllAndCallFunction
»* Hash NTLM HIF S e
kerbheros : Cistsuce vl _Jbetacdy >
»* Utilisateur = Administratop
»* Domaine = W2K3
»* Mot de passe = GJCTNaon
wdigest = n.t. (LUID KO>

Authentification Id : B5;997

Package d'authentification Ne;utiate

priuilege::deﬁﬁg
sekurlsza::logonPasswords full : e s . i . anAna
exit

Costsmimikatz _trunksWin32>type mimikatz—cocmd2 . txt " ) ' ] Ny ; o
privilege: :debuy '
inject::process lsass.exe sekurlsza.dll
BgetLogonPasswords

exit o neompatibi D Ox000000 0o {0

C:ntsmimikatz_trunksWin32} ) ’ .
Nestsmimilkates tronksU4in?? s ’
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secure: fvar /log;‘hostslwm cat res
IR

Nov 20 03:32:2 MSWinEventLog 1 System 2538450 Tuve Nov 20 03:32:24 2012 7036 Service Control Manager Unknown User N/A Information POINT None
he MV service entered the running state. 453

Nov 20 03:32:23 MSWinEventLog 1 s'gzten 2538451 Tue Nov 20 03:32:24 2012 7035 Service Control Manager Administrator User Information POINT None
he MV service was successfully sent a start control. 4

Nov 20 03:32:24 S0nSuaePsiil MSVinEventLog : System 2538452 Tue Nov 20 03:32:24 2012 7036 Service Control Manager Unknown User N/A Information POINT  None
he MV service entered the stopped state. 455

secure: /var/log/hosts/&/%# [ |

#= = == == == == == == ==

# Windows

*’- === === === === = == = == = == = == ====:
#-= 5 S5 5 5 S5 5 S5

# Service created 7035

#- & & & = & =

type=Single

pt.ype=RegE$

continue=takenext

pattern=\S+\s+\S+\3+\5+\s+\5+ *T035. *Service Control Manager’s+" (SYSTEM).*
desc=Serivce was sent a start control
action=shellcmd /binfecho "$0" | fusr/bin/mail -s "[security alert] Suspicious service
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HOPE, READY TO ANSWER YOUR QUESTIONS....

Thanks for Your attention!

lgor Gots

Sergey Soldatov
reply—-to—-all.blogspot.com
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