On non-existent 0-days, stable
binary exploits and user interaction



NEED SOME 0-DAY REMOTE EXPLOITS*
FOR TOP SOFTWARE/OS, FAST



How they do it

* Target memory corruption

* X% fuzzing + Y% static analysis
— Only combination is viable
— Other approaches are inmature
* Fuzzing: massive overhead
— Set up a framework
— Develop patterns/heuristics !!
— Take machine time
— Analyze crash dumps!
— Exploit, bypass DEP/ASLR/Sandbox !!!
* Perspective
— protections harden
— need more and more time to succeed
— and resources to begin with



Perspective vectors

* By-design vulnerabilities

— E.g. DLL Hijacking, Ul redressing,
LD LIBRARY PATH...

* Sandbox bypass for complex systems

— E.g. JAVA: bypass SecurityManager -> full
privileges for unsigned applet -> win

 Certificates

— E.g. Adobe PDF: signed document -> trusted
document -> full-privileged JavaScript -> win



Why DLL Hijacking?

Test hacking skills!
— Succeed with a blind alley before hitting the highway
Looks easy
— Plenty of previous research, e.g. binaryplanting.com
— Interns must do research, too

Real world targetted attacks: CVE-2011-1980, CVE-2011-
1991, CVE-2011-2100

— They work
MS12-046 vbe6.dll
— They still exist!

OS behaviour undocumented
— There is place for research



Research focus

* Top, clean platforms
— Windows 7
— Windows XP
— Office 2010
— Office 2007
— Adobe Acrobat/Reader

* Find a new remote delivery vector
— Not a “.dIl” in e-mail attachment
— Not a “.dll” in a network share

* Find something yet unfound



* Exe ->dll by relative path

* DLL Search Order

* Current Directory (CD) — MS DOS rudiment
* Default: app path

* File open: file path

* Some other changes

* Exploitation profit: Bypass restrictions, LPE,
RCE

e Vectors: local, local network, client-side



Advantages

100% stable exploit

100% silent execution on non-supported
targets

Very little overhead
No mess with protections

! Not fixable globally with simple measures
like DEP/ASLR

— Only developers education can help
— Will reappear in new software forever



Challenges

* Search
— “Trivial => already found” myth
* Exploitation
— Nobody ever tried to manipulate CD
* Userinteraction
— Triggered by clicking menus... now what?
* Masking [ delivery
— Document + DLL binding looks suspicious



NONEXISTENT?



7500+ missing Windows DLLs

1 Hazeaunue DLL

A

B
OC, B KOTOpLIX OTCYTCTEYET

449| avmenum_dll
450 avmeter. dll
451 |avolprop.dli
452 | avrt dll

453 avtapi dll
454 | avwav.dll
455 axaltocm. dll
456 | AxinstSv.dll
457 | AzRLPia.dll
458 | azrlpia2.dll
459 | azroleui.dll
460|AzSqlExt dll
461|backsnap.dll
462 basebrd dll
463 basecsp.dll
464 BatchParser_dll
465 | batt_dll
466|bcdedital.dll
467 | bcdprov.dll

Windows 8, Server 2012, WindowsXP, Server 2003

Server 2008, Win Vista, Server 2012, Windows 7, Windows 8, Server 2003
WindowsxP, Windows 8. Win Vista, Windows 7, Server 2003
WindowsxP, Server 2003

Server 2008, Windows 7, Server 2012, Win Vista, Windows 8, Server 2003
Win Vista, Server 2008, Windows 7, Windows 8. Server 2003, Server 2012
Windows 7, Windows 8, WindowsXP, Server 2003, Server 2012

Server 2003, WindowsxP, Server 2008

Windows 8, Win Vista, WindowsXP, Server 2012, Windows 7, Server 2008
Windows 8, Windows 7. Server 2012, Win Vista, Server 2008, WindowsxP
WindowsxP

WindowsXP, Server 2003

Win Vista, Windows &, WindowsxP, Server 2012, Windows 7, Server 2008
Server 2003, WindowsxP

Server 2003, WindowsxP

Win Vista, Server 2003, Windows 7, Server 2008, Windows 8, WindowsxP
Windows 8, Server 2012

Win Vista, Server 2008, Windows 7, Server 2003, WindowsX*P
WindowsXP, Server 2003



20+ MD filtered log per app

Time of Day  Process Mame

14:57:11, 2652566 [-E EXCEL.EXE
14:57:11, 2751617 [ EXCEL.EXE
14:57:11,2753342 [ EXCEL.EXE
14:57:11,2756400 [ EXCEL.EXE
14:57:11,2757756 [ EXCEL.EXE
14:57:11,2753052 [1» EXCEL.EXE

FID'  Operation

3036 =h Createfile
3836 [oh CreateFile
3536 S Createfile
3536 2k CreateFile
3536 Sk CreateFile
3536 A Createfile

Fath

C:\Program Filez\Adobehcrobat 10.05PDFR aker...
C:WProgram FileshMicrosoft Officeh0fficel 2WWPS dll NaME HOT FOUMD

C:Wfindows S ystem32W PS5 dl
C:Wwfindowsevstem WM PS. dll
C:\WindowsWMPS. dll
C:\UzerzhdaemonhDeskiopMPS . di

Rezult
MaAME MOT FOUMD

MAME MOT FOUMND
MAME MOT FOUMD
MAME MOT FOUMND
MAME MOT FOUMD

3836 [oh CreateFile
244 [k CreateFile
3536 2k CreateFile
244 [k CreateFile
244 Bk CreateFile
244 [k CreateFile
244 [k CreateFile
244 B CreateFile
768 [k CreateFile
768 Bk CreateFile
768 [k CreateFile
768 [k CreateFile
768 Bk CreateFile
768 [k CreateFile
768 Bk CreateFile
769 A CreateFile
768 [k CreateFile
768 Bk CreateFile
768 [k CreateFile
348 Bk CreateFile

14:57:11,2760329 [i% EXCEL.EXE
14:57:11,3007070 macmtray.e:-:e
14:57:13,4089440 [» EXCEL.EXE
14:57:15.4962153 [ ]aciotray. exe
14:57:15.6574357 [V]aciotiay. exe
14:57:15,6670424 [1]aciotray. exe
14:57:15,6769404 {1 )aciotray. exe
14:57:15,6930030 “ acrotray. exe
1457158030169 ~ wmiprvze. exe
1457158198506 ~ wmiprvse.exe
1457158267253 ~ |wmiprvse exe
1457158913089 ~ |wmiprvse. exe
1457158922964 ™ |wmiprvse.exe
1457159067852 ~ |wmiprvze. exe
14:57:15,9154699 ™ |wmiprvse.exe
145715 9626356 — |wmiprvse. exe
1457160462638 — |wmiprvse. exe
1457160470821 ~ wmiprvse.exe
1457163674810 ~ |wmiprvze. exe
1457170191648 | carss.ene
14:57:17.0246236 ]_.fi'-.n::rn:ul:lat el Z5R8 3\|:IEEI|:E.'FI|E!
14 B77.0562178 l_.ﬂ-.n::rnhat evle 2565 :}\EreateFlle

4 A g o

C:%Program Fileshadobehdcrobat 10.05PDFM aker... MaAME HOT FOUMD
C:\Program Fileshddobehdcrobat 10. 0% crobathnt... NAME HOT FOUMD
C:%Program FilezhMicrosoft OfficehOfficel 2%aTMLL . NaME HOT FOUMD
C:%Program Filezhadobehdcrobat 10. 0% crobathpr... MAME HOT FOUMD
C:Windowss S ystem32whembwhbemconmn. dll MakE MOT FOUMD
C:%Program Fileshadobehdcrobat 10 0% cobathC... MaME HOT FOUMD
C:\Program Filezhddobehdcrobat 10.0%szrobathB... MAME HOT FOUMD
C:Nwindows\Systern32whbern\HTDSAPL I MNAME MOT FOUMD
C:\Wwindowss S petem32wberntwbermcaorn, dll MarE HOT FOURD
C:Nwfindows\System32hwhbem\H TDSAPL I MNAME MOT FOUMD
C:vwfindowsSyztem32wwhern M CO b P DLL MakE MOT FOUMD
C:vwindows\System32whbern\CRYPTBASE dil MAME MOT FOUMD
C:Wwfindawss S petem32wbemhntmarta. dll MarE HOT FOUMD
C:wfindowshSpztem32wbem CRYPTSP.dI MAME MOT FOUMD
C:WindowssSystema@wbemhBpcRtRemate.dl MAME MOT FOUMD
C:Wwfindowss S petem32wbemiframedynos. di MakE HOT FOUMD
C:\WwindowssSpstem3@wwbemhS spiCh.dll MarE MOT FOUMD
C:Nwindows\System32whbemniin/TSAP 32, dI MNAME MOT FOUMD
C:\Wwindows S pstem32uwbemiwid| DLL MarE HOT FOURD
C:%Program Files‘\Adobehcrobat 10. A Acrobathad.. MAME MOT FOUMD
C:%Program Fileshddobehdcrobat 10. 0% crobathy... MakE HOT FOUMD
E 'xF'ru:ugram FI|E:$"«.":".I:|I:I|:IE:"-."1".ETEI|:I-E||: 10. I:I"-.ﬂ-.n:rcnhat'xE N.-'—‘«ME HOT FEILIND

R Ll



NOT EXPLOITABLE?



Good!

Time of Day

1:54:23, 2735941

Process Name
S0UTLOOK. EXE

FID'  Operation

Fath
D:h TEST Simageresz.dll

Result
MaRE MOT FOUMND

1:54: 535 0773521
1:54:45,8151553
1:54:45,8161557
1:54:45, 8182477
1:54:45,8185166
1:54:45,8217443
1:54:45,8224413
1:54:45,58251556
1:54:45,58259004
1:54:45,9473821
1:54:45,3451133
1:54:45,9510503
1:54:45,951 7570
1:54:45,3550430
1:54:45,9555464

J OUTLOOK.E~E

Eximpc-he. exe
Eximpc-he. exe
Eximpc-he. exe
Eiimpe-he. exe
Eiimpe-he. exe
Eiimpe-he. exe
Eiimpe-he. exe
Eiimpe-he. exe
Eiimpe-he. exe
Eiimpe-he. exe
i mpc-he. exe
i mpc-he. exe
i mpc-he. exe
i mpc-he. exe

3288 & Huermndpen
3288 =k Huemlpen
3044 Bulluer_l,ﬂ:lpen
3044 Bulluer_l,ﬂ:lpen
3044 Bulluer_l,ﬂ:lpen
3044 r-jllluer_l,ﬂ:lpen
3044 r-jllluer_l,ﬂ:lpen
3044 r-jllluer_l,ﬂ:lpen
3044 r-jllluer_l,ﬂ:lpen
3044 r-jllluer_l,ﬂ:lpen
3044 r-jllluer_l,ﬂ:lpen
3044 r-jllluer_l,ﬂ:lpen
044 r-jllluer_l,ﬂ:lpen
044 Bﬂ]uer_l,ﬂ:lpen
044 Bﬂ]uer_l,ﬂ:lpen
044 ﬂuﬂuer}lﬂpen

Do TEST scrpptundll

Do TEST Newidcore.dl
Do TEST Newidcore.dl
D:h TEST Mawisynthodll
Do TEST Mawisynth.dll
O _TEST_MF_lbaBbz. di
O _TEST_MF_lbaBbz. di

D TEST MntellluickSyn..
D TEST MntellluickSyn..

Do TEST ewidcare.dl
Do TEST ewidcare.dl
Ooh TEST Mawigynth.dll
Ooh TEST Mawigynth.dll
DA _TEST M _libabz. di
DA _TEST M _libabz. di

MNatE HOT FOUMD
MNatE HOT FOUMD
MNatE HOT FOUMD
MNatE HOT FOUMD
MNatE MOT FOUMD
MNatE MOT FOUMD
MNatE MOT FOUMD
MNatE MOT FOUMD
MNatE MOT FOUMD
MNatE MOT FOUMD
MNatE MOT FOUMD
MNAME MOT FOUMD
MNAME MOT FOUMD
MNAME MOT FOUMD
MNAME MOT FOUMD




Not so good

Time of Day  Process Mame

14:57:11, 2652566 [-E EXCEL.EXE
14:57:11, 2751617 [ EXCEL.EXE
14:57:11,2753342 [ EXCEL.EXE
14:57:11,2756400 [ EXCEL.EXE
14:57:11,2757756 [ EXCEL.EXE
14:57:11,2753052 [1» EXCEL.EXE

FID'  Operation

3036 =h Createfile
3836 [oh CreateFile
3536 S Createfile
3536 2k CreateFile
3536 Sk CreateFile
3536 A Createfile

Fath

C:\Program Filez\Adobehcrobat 10.05PDFR aker...
C:WProgram FileshMicrosoft Officeh0fficel 2WWPS dll NaME HOT FOUMD

C:Wfindows S ystem32W PS5 dl
C:Wwfindowsevstem WM PS. dll
C:\WindowsWMPS. dll
C:\UzerzhdaemonhDeskiopMPS . di

Rezult
MaAME MOT FOUMD

MAME MOT FOUMND
MAME MOT FOUMD
MAME MOT FOUMND
MAME MOT FOUMD

3836 [oh CreateFile
244 [k CreateFile
3536 2k CreateFile
244 [k CreateFile
244 Bk CreateFile
244 [k CreateFile
244 [k CreateFile
244 B CreateFile
768 [k CreateFile
768 Bk CreateFile
768 [k CreateFile
768 [k CreateFile
768 Bk CreateFile
768 [k CreateFile
768 Bk CreateFile
769 A CreateFile
768 [k CreateFile
768 Bk CreateFile
768 [k CreateFile
348 Bk CreateFile

14:57:11,2760329 [i% EXCEL.EXE
14:57:11,3007070 macmtray.e:-:e
14:57:13,4089440 [» EXCEL.EXE
14:57:15.4962153 [ ]aciotray. exe
14:57:15.6574357 [V]aciotiay. exe
14:57:15,6670424 [1]aciotray. exe
14:57:15,6769404 {1 )aciotray. exe
14:57:15,6930030 “ acrotray. exe
1457158030169 ~ wmiprvze. exe
1457158198506 ~ wmiprvse.exe
1457158267253 ~ |wmiprvse exe
1457158913089 ~ |wmiprvse. exe
1457158922964 ™ |wmiprvse.exe
1457159067852 ~ |wmiprvze. exe
14:57:15,9154699 ™ |wmiprvse.exe
145715 9626356 — |wmiprvse. exe
1457160462638 — |wmiprvse. exe
1457160470821 ~ wmiprvse.exe
1457163674810 ~ |wmiprvze. exe
1457170191648 | carss.ene
14:57:17.0246236 ]_.fi'-.n::rn:ul:lat el Z5R8 3\|:IEEI|:E.'FI|E!
14 B77.0562178 l_.ﬂ-.n::rnhat evle 2565 :}\EreateFlle

4 A g o

C:%Program Fileshadobehdcrobat 10.05PDFM aker... MaAME HOT FOUMD
C:\Program Fileshddobehdcrobat 10. 0% crobathnt... NAME HOT FOUMD
C:%Program FilezhMicrosoft OfficehOfficel 2%aTMLL . NaME HOT FOUMD
C:%Program Filezhadobehdcrobat 10. 0% crobathpr... MAME HOT FOUMD
C:Windowss S ystem32whembwhbemconmn. dll MakE MOT FOUMD
C:%Program Fileshadobehdcrobat 10 0% cobathC... MaME HOT FOUMD
C:\Program Filezhddobehdcrobat 10.0%szrobathB... MAME HOT FOUMD
C:Nwindows\Systern32whbern\HTDSAPL I MNAME MOT FOUMD
C:\Wwindowss S petem32wberntwbermcaorn, dll MarE HOT FOURD
C:Nwfindows\System32hwhbem\H TDSAPL I MNAME MOT FOUMD
C:vwfindowsSyztem32wwhern M CO b P DLL MakE MOT FOUMD
C:vwindows\System32whbern\CRYPTBASE dil MAME MOT FOUMD
C:Wwfindawss S petem32wbemhntmarta. dll MarE HOT FOUMD
C:wfindowshSpztem32wbem CRYPTSP.dI MAME MOT FOUMD
C:WindowssSystema@wbemhBpcRtRemate.dl MAME MOT FOUMD
C:Wwfindowss S petem32wbemiframedynos. di MakE HOT FOUMD
C:\WwindowssSpstem3@wwbemhS spiCh.dll MarE MOT FOUMD
C:Nwindows\System32whbemniin/TSAP 32, dI MNAME MOT FOUMD
C:\Wwindows S pstem32uwbemiwid| DLL MarE HOT FOURD
C:%Program Files‘\Adobehcrobat 10. A Acrobathad.. MAME MOT FOUMD
C:%Program Fileshddobehdcrobat 10. 0% crobathy... MakE HOT FOUMD
E 'xF'ru:ugram FI|E:$"«.":".I:|I:I|:IE:"-."1".ETEI|:I-E||: 10. I:I"-.ﬂ-.n:rcnhat'xE N.-'—‘«ME HOT FEILIND

R Ll



Goal: manipulate CD

If SafeDlISearchMode is enabled, the search order is as follows:

Al ol Aol

I ATl ol 3l

om which the application loaded.

rectory. Use the GetSystemDirectory function to get the pat
The 16-b stem directory. There is no function that obtains the path of tr
The Win directory. Use the GetWindowsDirectory function to get the
The current directory.

The directories that are listed in the PATH environment variable. Note that
Paths reqgistry key. The App Paths key is not used when computing the DL

The directory
The system

lISearchMode is disabled, the search order is as follows:

Th ectory from which the application loaded.

The current directory.

The system directory. Use the GetSystemDirectory function to get the pat
The 16-bit system directory. There is no function that obtains the path of tFr
The Windows directory. Use the GetWindowsDirectory function to get the
The directories that are listed in the PATH environment variable. Note that
Paths registry key. The App Paths key is not used when computing the Dl



CD internals

«  0:005>dt_PEB @Speb -r
« ntdll!_PEB

. +0x010 ProcessParameters : 0x00020000 RTL_USER_PROCESS PARAMETERS

. +0x024 CurrentDirectory : CURDIR

. +0x000 DosPath : _UNICODE_STRING "C:\Documents and Settings\h\My Documents\"
. +0x008 Handle : 0x00000b50 Void

* // nonyyeHue agpeca CurrentDirectory (nepsbii dword - pa3mepbl, BTOPOM — YKa3aTeNb Ha CTPOKY)
e 0:005> dd poi(@Speb+0x010)+0x024

00020024 02080052 00020290 00000b50 01840182

00020034 00020498 006e006c 0002061c 00740072

* // npoBepka agpeca CD

. 0:005> du 0x20290

* 00020290 "C:\Documents and Settings\h\My D"
e 000202d0 "ocuments\"

* //TO4yKa ocTaHOBa
. 0:005> ba w 4 0x20290



CDinternals -2

« MSDN: “it is the directory in which the active application started,
unless it has been explicitly changed — actually no

* Way of starting an app affects CD
— App exec default: app dir

— App exec: Software\Microsoft\Windows\CurrentVersion\App Paths
— Exec by Ink: Ink dir

— Document open: document dir
— CreateProcess(): IpCurrentDirectory
* (D setinternally by some API
— GetOpenFileName() / GetSaveFileName()
— FindFirstFile() / FindNextFile() (presumably)
* Many file system APIs depend on CD
— So developers call SetCurrentDirectory() every now and then



1984 5. : I::"-.F'rl:lrarl'l Filez\\indows Media F'|-E|r'E=r"-.r-E||I|i.|:III MNAME MOT FOLUND

1984 =hCreateFile C\Windows\System32hrapdll MAaME MOT FOLUMD
1934 BEreateFile C:\Wwindowszysternirapl. dil MAaME MOT FOLUMD
1934 BEreateFile C:\WwWindows'rapi.dll MAaME MOT FOLUMD
1934 BEreateFile C:\Program Fileswindows Media Playersrapr.dll MAaME MOT FOLUMD
1934 BEreateFile C:\Program Fileshadobe'\Acrobat 10.05PDEM akerhOfficehrap.dll MAaME MOT FOLUMD
1934 BEreateFile C:\Program Fileshadobe\Acrobat 10 0hNAcrobatsrapedil MAaME MOT FOLUMD
1934 BEreateFile C:\Program FilesMicrozsoft OfficehOffice] dhrap.dll MAaME MOT FOLUMD
1934 E;EreateFile C:\Windows\System 32 rapldll MAME MOT FOLUMD
1934 E;EreateFile C:\windowsrapi.dll MAakE HOT FOUMD
1934 E;EreateFile C:Awindows\SpetemZ2hwbernrapl.dll MAakE HOT FOUMD

1934 ﬂuEreateFile C:AwindowshSystemZ2hwindowsPowershellyve 1.0 raprdll MAakE HOT FOUMD




Local exploitation

* Bypass restrictions/LPE: place exploit DLL
into unrestricted location

e Consider %PATH%



PATH FTW

| experience a very strange problem. | have the following path variable.

%SystemRoot%\system32\WindowsPowerShell\v1. @\ ; C:\Python27\; C:\Python27\5cripts;C:
\Program Files\Common Files\Microsoft Shared\Windows Live;C:\Program Files
(x86)\Common Files\Microsoft Shared\Windows

Live; C:\Windows\system32; C: \Windows; C:\Windows\System32\Wbem; C: \Windows\System32\W
indowsPowerShell\vl.8\;C:\Program Files (x86)\Lenovo\Access
Connections\;C:\Program Files\ThinkPad\Bluetooth Software\;C:\Program
Files\ThinkPad\Bluetooth Software\syswowb4;C:\SWTOOLS\ReadyApps;C:\Program Files
(x86)\Windows Live\Shared;C:\Program Files (x86)\GTK2-Runtime\bin;C:\Program
Files\Intel\WiFi\bin\;C:\Program Files\Common
Files\Intel\WirelessCommon\;C:\Users\Robert\AppData‘\Roaming\Python\Scripts;C:\Wind
ows\system32\WindowsPowerShell\v1.8\;C:\Program Files\Common Files\Microsoft
Shared\Windows Live;C:\Program Files (x86)\Common Files\Microsoft Shared\Windows
Live; C:\Windows\system32; C: \Windows; C:\Windows\System32\Wbem; C: \Windows\System32\W
indowsPowerShell\vl.8\;C:\Program Files (x86)\Lenovo\Access
Connections\;C:\Program Files\ThinkPad\Bluetooth Software\;C:\Program
Files\ThinkPad\Bluetooth Software\syswowbd;C:\SWTOOLS\ReadyApps;C:\Program Files
(x86)\Windows Live\Shared;C:\Program Files (x86)\GTK2-Runtime\bin;C:\Program
Files\Intel\WiFi\bin\;C:\Program Files\Common



Remote exploitation

 Just open a document (the lucky case)

* Make user Open/Save/Import/Export files, then
trigger

* Or automate file operations with a script

* Induce an app state with CD changed by
developer

* Set CD explicitly

 Find an app that CreateProcess()-es vulnerable
app with good CD



EXPLOIT DLL TOO OBVIOUS?



No hiding

The PDF was detected on April 13 in a 7z archive, which included
1) Z clean pdfs (have some info about the victim and not included for the
2) oleacc.dll Size: 32768 MD5: BADD488212891EBC1D76BE901E70D4AT
3) Speaker information1.pdf Size: 12253 MD5: 7EA84B62DAB4DCDBB6F577D€
4) Thumbs.db 34816 bytes 2898107be3c4ac71cd16898b6a08fe87

MName Size  Type
| Agenda.pdf 45KB Adobe Acrobat Doc..,
oleacc.dll 32 KB Application Extension
': Speaker Information1,pdf 12KB Adobe Acrobat Doc..,
. Speaker Information2. pdf 174 KB Adobe Acrobat Dac...

Thumbs.db 16 KB Data Base File




A needle in the haystack

File and Folder Tasks

] Make a new folder
d Publish this Folder to the

web
Other Places
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Torrents

Tarrent Conkents

Marme: HD Wallpapers Cats
Comment:  htkp:ffrutracker, orgfforumviewtopic, phprt=251554
Size! 446 MB (disk space: 27.7 GE)
Date: 29.06,2010 13:55:45 Seleck Al ] [Select Mone
Manne Size e
# [w]h1024x768 66,4 ME
# [V])12z80:1024 13.5 ME
# [w]i1280:960 3.77 ME
# [v]h1280:800 1.50 ME
 [v] 1440900 5,33 ME
# [v])1e00:1200 137 MB
# [V])1e80:1050 9,27 ME
# [V]1920:1200 94,0 ME w



Browser Ul redressing

* |lE9 on Windows 7

* Context: Local directory, network shared
directory, WebDAV

* Explorer dir underneath a website
* Demo

e Also works in Chrome on Windows 7, but
restricted to file download operations



Browser Ul redressing (2)

e Chrome on Windows 7
* Context: remote
* Web server directory underneath a website

* Click-jacking game to silently download
necessary files one-by-one

e Until all files are saved in %Downloads¥%
* Open exploit document



Set CD macro (MS Office)

* Context: local dir, network shared dir

* You canjust execute arbitrary DLL from a
macro

e But better to execute a

kernel32!SetCurrentDirectory() API to fool
forensic analysts

 Demo



* Single file in e-mail attachment
* Can contain any types of files, incl. binary
* Browser extracts files to ZINET _TMP%

* Open exploit document by clicking <a
href=‘\files\document.txt”

* Exploit DLL will be executed from the same
directory

* |lE9 on Windows 7



* Any archives for Windows that extract all
files by default? Not SFX of course

* WIinRAR (latest): browse archive, double-
click a HTML document only
— Will extract ALL files into ZTMP%
— Including exploit DLL
— Local browser context already



WInRAR FTW

= html_1.zip - WinRAR

Makn  KomaHael Onepaumy  MztpaHHoe MapameTpel  CNpaeka

s g0 NECR N TR

AoBaEMTE  MZENEYE. .. TecTt MpocHoTp ¥ AanuTe  HakTe Mactep |

m E html_1.zip - ZIP apxME, pasMep MCxodHe dainoe 3 790 GakT

Mma 4 Pazmep C#at  Tun Mz

i File Folder
(—index_Files File Folder z0.
£ |index. htrnl 3790 1077 HTML Document 01,

WinRaR.exe 2116 SAQuenDirec... C:\Documents and SettingsthiLocal Settingsh TempsRar$EXa0.019%index_Files\calc.exe NO SUCH FIL
WinRAR.exe 2116 2A CloseFile C:\Documents and Settingsth\Local Settings\TempiR ar$EXa0.019\index_Files SUCCESS
WinRAR.exe 2116 BACreateFile  C:\Documents and Settingsth\Local Settings\Temp\R ar$ExXa0.019%index_Files\ SUCCESS
WinRAR.exe 2116 PACreateFile  C:\Documents and SettingsthiLocal Settings\ T empsRar$EXa0.019%index_File SUCCESS
WinRAR.exe 2116 3 CloseFile C:\Documents and Settingshh\Local Settings\TemphRar$EXa0.019\index_Fi SUCCESS
: 2116 A SetEndOfFi... C:\Documents and Settingsth\Local Settings\TempiRar$EXa0.01Nindex_Files\calc.exe SUCCESS
WinRAR. exe 116 A Setdllocati... C:\Documents and SettingsihiLocal Settings\Temp\R ar$EXa0.019\index_Files\calc.exe SUCCESS

WinRAR. exe “AReadFile  C:\_tmpShtml_1%html_1.zip SUCCESS
WinRAR. exe [ C:%_tmpShtml_1%html_1.zip SUCCESS
WinRAR. exe C:5_tmpihtml_1%html_1.zip SUCCESS
WinRAR . exe C:ADocuments and Settingsth\Local Settings\TemphR ar$Exa0.019%ndex_Files\calc.exe SUCCESS



Multistage

* Case: DLL triggered by manual file import, no
registered extension handler — unexploitable?

» Stage 1: User gets an e-mail from admin (fake)
instructing to install the attached reg-file (looks
innocent)

* Intwo weeks, stage 2: user gets an e-mail from
a friend with a RAR-ed html game

* Click-jacked open file -> exploit
* Or open file via network share
* Assimple as the useris



So, what do we have?

* Some 0-day vulnerabilities in up-to-date top
platforms

— Think of non-top software
* Ways to manipulate CD
* Ways to hide DLL

* Remote DLL Hijacking exploitation looks like
normal client-side exploitation

e What else?




Conclusions

* |s this a good vector for mass attacks?
— Authors of CVE-2011-1991, 1980, 2100 could tell us for sure
— I'sayno
— 0-day exploits are not necessary for mass attacks
anyway
* Excellent vector for rapid targeted/onsite attacks
— Plenty of vulnerabilities everywhere
— Easy ‘n fast to find in arbitrary environment
— Ease ‘n fast to exploit (after this presentation © )

* Even the most trivial bug can be worked down to a
good exploit



Questions?

Thanks to my team and interns

Thank you for attention

@alisaesage



