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author.getBackground();

Senior Security Engineer at INIOIKIA
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workshop = new Workshop(); H

* Smashing the stack (classic BoF)
e Use-After-Free

* Heap Spray

* DEP

e ASLR

* GS/SafeSEH/SEHOP

=> calc.exe




workshop.getAgenda(); H

BoF
HeapSpray
DEP/ROP — Exploit_1

/GS

SafeSeh

SEHOP

vTable ...

ASLR by leak — Exploit_2 (DEP/ASLR/GS/safeSEH/SEHOP)

©l00 N O Ul AW N

. UAF
10. Exploit_3 (DEP/ASLR/GS/safeSEH/SEHOP)




workshop.getExcluded();

Shellcode dev.
Metasploit (

Sandboxing
EMET bypass

4



environment.getltems(); '

Target ?

* |ES

* Windows 7 °
Tools ? Ga
* Immunity Debugger IMMUNITY

* mona.py DEBUGGER

* Notepad(++) / vi

> http://immunityinc.com/products-immdbg.shtml
> http://redmine.corelan.be/projects/mona/repository/raw/trunk/1.8/mona.py



http://immunityinc.com/products-immdbg.shtml
http://immunityinc.com/products-immdbg.shtml
http://immunityinc.com/products-immdbg.shtml
http://redmine.corelan.be/projects/mona/repository/raw/trunk/1.8/mona.py

workshop.loadLab();

ie_lib_v2.zip

e part X
— bin
e Ex1->DEP/ASLR 1
e Ex2 -> GS/DEP/ASLR 1 m > '

e Ex3 -> VT4
e Ex4 -> UA| ExO0.

— Exercises 1) Install nptest2 Ex.1 plugin (part_1/bin/ex1.bat) 9
Bin 2) Open in IE /partl/exercises/ex0/demo.htm)

3) See sources...
— Exploits

- -




Hey! Ho! Let’s go!




theory.getList();

e | mpao | Paioal

BoF in the stack * RET « Stack
* SEH * Heap
BoF in the Heap * Flink * Heap
Format strings * RET « Stack
* SEH * Heap
Memory * Bad pointer * Heap

corruption/Use after
freeletc



theory.getList().getMitig()[O0];

e | mpao | Paioai

BoF in the stack SREEZ » Stack
* SEH * Heap

BoF in the Heap S « Heap

Format strings * RET « Stack
* SEH * Heap

Memory * Bad pointer * Heap

corruption/Use after

free/etc

* Stack cookies * Save unlinking

* Heap cookies



theory.getList().getMitig()[1];

BoF in the stack » Stack
* Heap

BoF in the Heap S « Heap
Format strings * RET « Stack
e * Heap
Memory * Bad pointer * Heap
corruption/Use after
freeletc
* Stack cookies * Save unlinking * SEH handler validation

* Heap cookies * SEH chain validation



theory.getList().getMitig()[2];

I T

BoF in the stack

BoF in the Heap

Format strings

Memory * Bad pointer
corruption/Use after
free/etc

* Stack cookies * Save unlinking * SEH handler validation

* Heap cookies * SEH chain validation * ASLR



theory.

getList().getMitig()[2].agenda

I T

* Stack cookies

BoF in the stack

* Flink

BoF in the Heap

Format strings * RET
* SEH

Memory * Bad pointer * Heap
corruption/Use
after free/etc

* SEH handler validation

* SEH chain validation * ASLR



theory.getBof();

Ex1.

1) Open in IE /partl/exercises/crash.html
2) Wait for alert();
3) Attach to IE tab (Message)




theory.Target[‘IE6’].howto();

Shellcode

Profit

HeapSpray
Ret/Imp to Heap

.| Calculator
View Edit Help
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<html>
<head:>
<title>Exl. Fig2. DEP ...</title>
</head>
<gcript tvpe="text/javascript">»

Fawape :

theory.getShellcode();

):

function padnum (n, numdigits)

{
n-=n.coS5tring() :
Var pnum - =

FC
E8¢89000000
GJ
B9E5
31D2
64:8B52 30
8B52 0C
BB52 14
8B72 28
OFB74A 26
31FF
31co
AC
3c 61
7C 02
2C 20
C1CF 0D
01cC7

JE2 FO
52
57

8B52 10
BB42 3C
01D0
8B40 78
85C0

CLD

OC1l1FF97
PUSHAD
MOV EBP,ESP
XOR EDX,EDX

MOV EDX,DWORD PTR FES
MOV EDX,DWORD PTR DS
MOV EDX,DWORD PTR DS
MOV ESI,DWORD PTR D5S:
MOVZX ECX,WORD PTR DS: [EDX+26]

XOR EDI,EDI

T m wr

LODS BEEE=EIES:]
CMP AT irra=T:

@ Degrees

Inv
Int sinh
dms || cosh
i tanh

F-E Exp

Help

Radians

In

sin

CO5

tan

Mod

Grads

: [EDX+30]
: [EDX+C]
: [EDX+14]
[EDX+28]

MC

MR,

CE



theory.getHeap();

0x0c0c0cOc

Process Memory
Modules

- Vuln. module.
System modules
Heap pages

1 -Nopslice
] -Shellcode




theory.getHeap(‘IE9’); !

* Array of strings (substring()...)...

Header(0x10) 0061 0061 0061 0061 0061 0061 0061 0061 00 00




theory.getAntiHeap();

Task 1:
Nozi

_ |f b 1) \partl\exercises\ex2\heap.htm P_Sleds

This HeapSpray doesn't work in IE9 because of ‘bubble’.
Change the code and bypass it!

ubble

- If next_block parts eq prev_block _parts
then No_Allocation!




theory.getAnotherSpray();

ActionScript (Flash)

Images
HTML5




workshop.getMitigation(‘DEP’);

r@ CPU_ﬂn P aranininin il =irdnl | M

R ion: il E?
o | Question: what pages still E?
GOE0E0G]
GOE0E0GE
BOG0E0GE
RW- |oeoane:
BOE0E0GS
e
BOR0E0GET
BIOG0GE
GIAADGES
BDa0o0
poananaC] BCk - nOt E
EINENEEN
g
ap-—notE
BOE0E0T 1
GOG0E0] 2
GOG0E0] 3
GOE0E0] 4
BOG0E01G
GOG0E0] 6
GOG0E0] 7
GOG0E0] &
GOE0E0] 3
GOE0E01 A
GOEDA0IE
T110
e-266 -, B0
Zodgizle-3ll -4.529
g . td2ze1301888933e-814 o2, S2r
Address |Hen dump MueE2A0| Hbe#| RETURH to emsmtp. B48EE2A0
G ] GO0E| 66 66 D8 68 06 D9 G0 OH T SE-Eremmemp————TOT i | B355SE S T
G6alco20| 1 6a 27 98| OB SC ED Be| Be 1 A5 10| It o 1 | 22iCERCE|| eopDoDED) ..
| cies . o
BE416630| 68 G0 DR GB| A DO BB 08|54 £6 o1 56| S6 of | EICEARL)| BE1CF=19) BELB)ASCIT "Error Creaving Flle:
Bo416B40| SE 33 33 6L/ S D B9 09 DO 08 o be|ee be 1 | SIRERRE | BIESEEE) 4T
GB416056|B1 B6 13 2E/ 9B 9B O3 Fa|Be C1 C1 96|o0 @a 1 | SZ1TERDS )| BREECERIBET. )  Cros i
God1E0E0a 00 G0 G5 85| 08 09 08 00 20 61 3E &1|2E BB || SEipnmE| FeEERERE M SHERELn
GB416676| 2E 33 1A BC| 17 09 BF 08|63 06 08 @o|on go o | SE1CERDCH PEERFEER)
GB416036| B3 63 15 14/ 2E 9B G2 EE|CE B C5 C1(95 24 1 | BEIEERER)| BEIFGess) LEV,
GB4 16090 GG G0 G5 0O GG 09 B 36| SE &6 e SB(ee &1 ! [ BEITEREA)) BELLERSL)<w
GB4160AG| 42 33 10 66 D2 09 BE 0863 08 69 o8| 60 oo | SZ1TERES)| SRCGEER ...
GB416AEA| BE 61 GE 1B\ 1A 28 9B C2|EE CC Be CS(C1 2a ! [ SE1TERECH BELLERLA) Taut
GB416ACA| GG BB G5 0O G5 B9 OE 33|65 & 66 clce eo | | BEITERRRN rEsebamE) . ull
GB416A06| SB 33 15 06 G5 0O BE 086 08 69 ool oe o | SZITEREL| CEESSELE) bo
godlohen oo @s oo 1B 10 18 28 9202 BF GE BRICL BT |oZicEmrc|| rooseFms|med: |RETURN From nedil. PCOBESES
. |e21cEBes|| PLoim1BE( 760! |RETURN from ntdl|. PCIBESES
GB41610G| 43 37 BC 53 B0 DO BE 08 03 08 00 ool oo o | SZ1DEBSA)| FEOLALEE 780
BB416116| 6 @8 B1 1122 43 38 46|97 C2 F3 CC|g3 C1 1 [ BE1CEBS4)| BELLEFDR) fa
@B416120| 27 15 15 1310 45 EE SF 6@ &0 60 &0|eD ép | | BZ1CEBES)| BEOSELG) FE..
i GR DO GBE G800 GO 0n Ga|an 6o GS1DEBOL)| DHESSESY) 4.
£14(ga 6o ZE E1 43|45 S0 C2 F3|CE Be 1 | BELTEBLE)) Bosddoal) ... .
@B416156| 04 86 7B 7R 7A S 7676 7B 87 87|87 &0 1 v | SBIRER TS| | SESEECAD) kS -
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theory.getBypass(‘DEP’); !
retn2libc

Push command:

RETN

Permanent DEP (IE)
ASLR



workshop.getl\/litigation(’ASLR’);
Where is VP?

Before reboot After reboot



workshop.getBypass(‘ASLR’)[0]; !

retn2libc

own address (ASLR)

now address of functions,
Task 2:

Find static pointer to VirtualProtect




theory.getROP()[0];

Find VirtualProtect(VP) address (static pointer to VP)
Find shellcode in memory (HeapSPray)
Prepare params for VP (ROP)

Calllnmm (ROP)
Give control to shellcode (JMP ESP)

All this can be done by Return Oriented Programming



theory.getROP()[1];

BoF with ROP:

«Write at OxOAOAOQAOA value 0x10»

CODE CPU STACK
POP EDI 0x7€010102:

MOV EAX, 0x10 ~ POPEDI
MOV [EDI], EAX 0x8C010104:

(05.407:X0):X0):X0).

: POP
0x8C020106:

:  NEG EAX
MOV EAX, Ox10 0x8C030108:

: MOV [EDI], EAX
0x8C05010B: RETN



theory.getROP()[2];

StackPivot

* You do not control stack

* You do not know addresses in stack
* Yours ROP is in the Heap

* You exploiting SEH

In those cases you should change ESP. It must point on page which is controlled .

Useful gadgets:
 ADD EBP, xxx / LEAVE / RETN
MOV ESP, xxx / RETN
« ADD or SUB ESP, xxx / RETN
* XCHG ESP, xxx / RETN
e etc



workshop.getROP()[3];

Task 3:

\partl\exercises\ex3\exploit.htm

1. Fix HeapSpray (line 44).

2. Build stackPivot (line 80) by using:
1. 0x41461605 : # MOV ESP,EBP # POP EBP # RETN
2. 0x414619AF : # POP EBP # RETN 8

Make ESP=0x0c0cOcOc €< ROP_NOP_SLED address

4. Get calc.exe!

oo

HEAP SPRAY

\




workshop.pause();




workshop.continue(); H

* GS

 SEHOP

 safeSEH




theory.getl\/litigation(’GS’)[O];

C

1) Calc value C (cookie)



theory.getl\/litigation(’GS’)[1];

C

1) Calc value C (cookie)
2) Save Cin the .data



theory.getMitigation(‘GS’)[2]; !

C

1) Calc value C (cookie)
2) Save Cin the .data
3) Place C before RET



theory.getMitigation(‘GS’)[3]; !

C

1) Calc value C (cookie)
2) Save Cin the .data
3) Place C before RET
4) Strcpy



theory.getMitigation(‘GS’)[4]; H

Calc
Save

1) Install nptest2 Ex.2 plugin (/partl/bin/ex2.bat)
2) Run exploit...

Placd ™

Strcq

Befo|

-




theory.getBypass(‘GS’);

4 ACHAEE G disptwor. A125EEZ 1
IMNTZ
OWoORD FTR O<S: CH

° REE
; OWORD FTRE O=: L

e vTable rewrite
call [ecx] & CRASH

* SEH Rewrite and CRASH




theory.getSEH();

Before BoF:




workshop.callSEH();

Task:4

\partl\exercises\ex4\seh.htm

Trigger SEH before /GS check... l

o -

1

Re-write SEH!



theory.getlvlitigation(’SEHOP’);




theory.getBypass(‘SEHOP’);

Bypass:

Also /GS
* vTable rewrite bypass

call [ecx +x] € CRASH

* Leak ntdll/origStack addr and use it in heapSpray/nSEH:

/ OXFFFFFFFF /

ntdll!FinalExceptHandler

nSEH
SEH ROP/Shellcode




theory.getl\/litigation(’safeSEH’);

SafeSEH table for
nptest2:




theory.getBypass(‘safeSEH’); '

Bypass:

Task 5:

Find how to trigger vTable call ?




workshop.loadFull();

GS/SEHOP/SafeSEH/DEP/ASLR

e \partl\bin\Ex4.bat
* Now nptest2 support ASLR too!
e Imona noaslr

> We can’t build ROP, we do not know
any address...



workshop.getBypass(‘ASLR’)[1];

= Modules without ASLR
* static base address — call functions from modules with unknown address

Task 6: What about Ex0 ? What can we do?

Memory lea
Rewrites loV
Brute force

Spraying :

Good examples: http://www.vupen.com/blog/



http://www.vupen.com/blog/

workshop.exploitVTable();

Task 7: \partl\exercises\ex5\final.htm

* Exploit Leak!
e Build ROP by leaked nptest2 address

 Make pwning ESP (stack pivot) ESP -> HeapSpray -> ROP

* Make heap executable
* Run shellcode!

JCaIcuIator
View Edit Help
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workshop.pause();




workshop.continue();

 Use-After-Free




theory.getUAF()[O];

Object *obj = (Object *)malloc(sizeof(Object));
obj->callMethod();

free(obj);

HeapSpray(0x0c0c0cOc);

obj->callMethod();

Process Memory
Modules

Object with pointer
System modules
Heap pages




theory.getUAF()[1]; !

1 - Some objects
[ - Object with pointer
I -  Attacker’s blocks

1) Free();
2) Spray();

SIZE MATTERS




workshop.getUAF();

1. \part2\bin\uaf.bat
2. \part2\exercises\Figl\demo.htm

vuInPIu§in2.InitRed(31337,0x31333331);
T . i n i

| Task 9: Rewrite object by using InitString();




theory.getLeak()[0]; H

Obj1, Freed...

[ - Data
[ - Pointer

Obj2, same size...

Obj2.ReadData() ---- ???




theory.getLeak()[1]; '

Obj1, Freed...

Task 10: Get leak by using InitOther();

- -

Objl.ReadData() ---- ???




workshop.exploitUAF();

Task 11: \part2\exercises\Fig2\final.htm

* Exploit Leak!

e Build ROP by leaked address

* Make pwning ESP (stack pivot) ESP -> HeapSpray -> ROP

* Make heap executable S o e
* Run shellcode! View Edit Help
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delete workshop; !
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