I0OS MITM Attack
Technology and effects
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Boot validation

_—

2| BootROM ¢—» LLB

YO

HARDWARE

 CA—-Apple Certificate Authority
* SIGN —Signature



Files Protection

I0S File System

Keychaindb
(Password, certificates)

ENCRYPTED

User Files
(application data,
sms,calls,etc)

ENCRYPTED

iI0S Backup

(Password, certificates)

Keychaindb

ENCRYPTED

(application data,
sms,calls,etc)

User Files

NOT ENCRYPTED




Classic provisioning

@r/ Unsigned
Device , Application
Developer’s Key

upiD

Developer’s
Certificate

Apple request

Signed Developer’s Signed

Provision Certificate Application Signd
profile Provision i0S Device
profile
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Actual provisioning

Certificate
Pusher Unsigned
upID 10 $ Application

!

a
3

L N

67
Deuenper’ Ke _

Developer’s Signed

N

Certificate Application Signed Do
Sigrjle.d Provision I0S Device
Provision profile
profile
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Why we can’t create fake signature?

N

Plist

Signed Plist

f”',___———rC:US O=Apple Inc., CN=AppleiPhone OS Provisioning Profile Signing
\GUS O=appleinc,, QU=Apple Certification Authority, CN=&pple iPhone Certification Authority ‘_\\

C=US, O=AppleInc, OU=Apple Certification Autharity, CN=Apple Roat Cé

Because “Apple Root CA” fingerprint hardcoded into iOS and have to
be 61:1E:5B:66:2C:59:3A:08:FF:58:D1:4A:E2:24:52:D1:98:DF:6C:60

sieg.in 7



SS5LServer

Server
Certificate

Server
Certificate

Validation
Result

Securityd i()fS
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Certificate Authority Storage

Storage
Securityd built in KeychainDB
storage {186 CA) expandable storage

Few from 186 are quite interesting :

— C=US, 0=U.S. Government, OU=DoD, OU=PKI, CN=DoD CLASS 3 Root CA
— C=JP, O=Japanese Government, OU=ApplicationCA

— C=CN, O=China Internet Network Information Center, CN=China Internet
Network Information Center EV Certificates Root



Certificate authentication

ST

for CA in STORGAE
check incoming
certificate with CA

C FAILED ) ( QK )




| want my CA in your 10S



Ways to install CA in iOS

o Safari

o Email attachment
o MDM



Attack

19UJajU|

HTTP PROXY

.r’"_

ROUTER
TCP 443

SSL MITM PROXY
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Mobileconfig contains

v'WiFi settings (pass, SSID) for “Gate”
v CA

v’ Proxy Settings, if we want victim’s traffic even
it has left attack range. (Only for i0OS6)

v'iCloud backup (enable it, if not)



Mobileconfig installation

wil_BunailH =

OTMEHUTE "'r_ OBKA Npo th WUNA

BlaBlaBlaBla
Bla.Bla.Bla.Bla
Henognuc.

Onucanme Bla.Bla.Bla.Bla.
Monyyen 17.11.2012

Copepwunt CepTudmkat
Cete Wi-Fi

Bonee nogpobHo >

YCTaHOBUTE

E—
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—

wmil_BMnavH =

OTMEHUTE e n npe___ YeTaHOBUTE

Cornacue

Bla.Bla.Bla.Bla.

HenognucaHHbii npodunb

YcTaHoeka atoro npocpuna
W3MEHWUT HacTpoiku Ha iPhone.

KopHeBoun cepTudukar

Mpwu ycTaHoBKe cepTUUKaTa
«3ecured Service Global Root» oH
GyneT nobasneH B CNUCOK
HafeXHblX cepTuduKaTos Ha
iPhone.
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Looks bad =(



Let’s take a look on default CA list...

Certificate:

Data:
Wersion: 2 (0xZ)
Serial Number:
de:8l:2d:8a:82:65:e0:0b:02: e 3350246 5:3d
Sigrnature Algorithm: shalWithREAEncryption

I=z=suer: C=:B, &T=CGreater Manchester, L=S%alford, O0=COMODIO CA Limited, CHN=COMODO
Talidity

Mot Before: Dec 1l 00:00:00 Z00&8 GMT
Mot Lfter : Dec 31 £23:53:59 Z0Z9 GMT
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COMODO trial certificate

* You only need valid admin@yourdomain.com

mail for confirma

* Can be used for signing

X509v3 extensions:
X509v3 Authority Key Ident

keyid:DA:CB:EA:AD:5B:08:5D:CC:FF:FC:26:5

X509v3 Subject Key Identif

Cd:C8:4E:8B6:86:00:8F:49:10:3E:EB:7A:23:2

tion

ifier:

ier:

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

X509v3 Basic Constraints:
CA:FALSE
X509v3 Extended Key Usage:

critical

sieg.in

Free Trial SSL Certificate

® Free 551 Certificates at no cost or
commitment

® Free 551 that's the same as our paid
Essential S5L

® Trusted by 99.9% of hrowsers

® Free Trial SSL from a Trusted Root
Certificate Authority (CA)

# Full Secure Sockets Layer functionality
issued in minutes and good for 90 days.
(The other sites only offer 30 day trials)

et a Free SSL Cetdificate from Comodo

TLS wWeb Server Authentication, TLS Web Client Authentication, Microsoft
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mailto:admin@yourdomain.com

How to sign

Certificate _
unsigned

mobilecofig

Certificate

request

openssl cms -sign -in uns.mobilconfig

-out s.mobilconfig -signer comodo_cert.pem\
-inkey comodo_cert.key -outform DER\

-nodetach -certfile comodo_trustchain.pem

COMODO

Certificate

signed
mobileconfig
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Looks much better

—

ul__BUnanH =

YcTraHoBKa npotuns

OTMEHWTE

iI0S Update

m Apple Inc.

g T @ NpoeepeH

- YeTaHOBUTE

Onucauwe i0OS 6 Critical security update

MognucaHo sieg.in
Mony4wed 17.11.2012

Copepwut Ceprudmkar
Cetb Wi-Fi

Bonee nogpo6HO >

sieg.in

OTMEHWTE

—

wmil. BUNaMH %

Mpeaynpe...

Cornacue

APPLE INC.

iI0S SOFTWARE LICENSE
AGREEMENT

Single Use License

PLEASE READ THIS SOFTWARE
LICENSE AGREEMENT
("LICENSE") CAREFULLY

BEFORE USING YOUR iOS
DEVICE OR DOWNLOADING THE
SOFTWARE UPDATE
ACCOMPANYING THIS LICENSE.
BY USING YOUR iOS DEVICE OR
DOWNLOADING A

SOFTWARE UPDATE, AS
APPLICABLE, YOU ARE
AGREEING TO BE BOUND BY THE
TERMS OF THIS LICENSE. IF YOU

Y¥CTaHOBUTH
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SSL Defeated
But we want more



How to get files from device

.

ApplelD +pass iPhone full

backup Victim's
(or auth token) Phone
_ iCloud Z lIII' [:
67 4 X
ApplelD +pass ApplelD +pass iPad full Victim's
(or auth token) backup iPad

Attacker ipad full
backup
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Elcomsoft Phone Password Breaker

Select backups X
_ - .o

______=if

iPhone (Aaaa) [iPhonez, 1] [Sh: 350130WE3NP]

D IDID: 7beafaz0zd4aba7or0346c00ar G
Updated: October, 18 2012 23:50; 3 snapshok(s)
Size: 5.6 MBE

iphone [iPhone3, 1] [5M: 67044 xBPA45]

] UDID: §7bdd2z46521 7641 7106547« G
Updated: Movember, 09 2012 00:32; 3 snapshokis)
Size:r 1269.5 MEB

iPad [iPadl,1][SM: YS04325RA30]

] UDID: bangzeedzeanes1aroe 1410z G
Updated: October, 20 2012 23:24; 3 snapshok(s)
Size: 118.4 MEB

Zancel Download I
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Once again

I0S File System

Keychaindb
(Password, certificates)

ENCRYPTED

User Files
(application data,
sms,calls,etc)

ENCRYPTED

iI0S Backup

(Password, certificates)

Keychaindb

ENCRYPTED

(application data,
sms,calls,etc)

User Files

NOT ENCRYPTED




What's in backup?

SMS
P rlva te p h Ot o ” SHOWLP.. | zEMAIL | zrasswoORD

Emails
Application data™~ ™~ "
And more ...

ket
Karta M 4251 N | =rck do 01/2012, kod: . Suroma [[lfrub. Balans na http...
Oplata po karte 42514 SUM: 995050 BAL: 5200500162, 7SRUR) 25,10,2011 22...
AnA ynpagnerna yonyramd depes MaTepreT Baw Norvd: 965N, Napon-E
Oplata po karte 4281 +SUM: 1.99050 BAL: 3. 380500105, 08RUR) 27.10,2011 23...

JKOHOMETE B NOE3AKax N0 POCCHM C €POovMHHMOM Hanerkes! Bo BHYTDHCETEEOM DOYMKH. ..
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Files done
But we want more



Apple Push Notification Service
Device ) ( ;S )

TLS initiation =~

N

-+———Server certificate

Validate server certificate

=~

Device certificate =

Validate device certificate

-+—— TLS established
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Fake! Fake! Fake!

FAKE DNS

k fmi2p.icloud.com
- {

Internet

FakeCloud




Wipe Tragedy (act 1/1)

iCloud Fake APNS
Hi. I'm %UDID%. My, version,
G_at_eNet hardware, carrier, etc...
(It AND here is my API
| )
Hi, %eUDID%. FindMyiPhone has something
foryou, plz check.Here is your fmips APl token.
|
Hi, I'm %UDID%, my <
owner is %A pplelD%. Do you have
< something for me? I

Sure, %UDID%!
lwant you to diel

OKAY &

Data Wipe

Reboot




Summary

User only have to tap ‘Install’ two times to make
us ableto:

— Sniff all his SSL traffic (cookies,passwords, etc)

— Steal his backup (call log, sms log, photos and
application data)

— Send him funny push messages or just wipe device
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